AnonumHas cetb «Hidden Lake»
KoBanenko ['enHaguii Anekcanzposuu (@number571)

Mapr 10, 2026

Annoranus. Cetb Hidden Lake, siBrisisick 1o ipupoge cBoeii QB-ceTbto, TipeJcTaBJisieT
coboli Take psii HOBbIX apXWUTEKTYPHBIX DellleHWl, paHee He TIPUMEHSIBILIHXCS B
CTPOEHWM aHOHMMHBIX CHUCTeM. ba3upyscb Ha TIpUHIUIE MHKPOCEPBUCHOM
apXUTeKTyphbl, TaKOBasi CeTb MOXKET He TOIbKO [00aB/ATb, HO TakKkKe W YJalsiTh
GYHKI[MH TI0 Mepe CBOeM HeoOXOAMMOCTH, HWKAK He HW3MeHssl TMpH 3TOM OOIuii
MexaHu3M paboTbl. Basupysick Ha C/Iernoi MapIIpyTH3al[ii U TIOJHOM IIHU(pPOBaHUN
coo0I1ieHrH, TaKOBasi CeTh CBSI3bIBAET BCEX Y3JI0B B CUCTEMe, He IT03BOJIsIsl IPUMEHSITh
JoTOBpeMeHHOe HabsrofieHue 3a CB3sIMA U (DaKTOM KOMMYyHHKarmu. [ToHnMaHMe
0OIIMX MPUHIUTIOB PabOTHI ceTH Ha Oa3e eé MaTeMaTHUeCKUX MOjiesiel CrIoCOOHO /1aTh
He TO/BKO OLIEHKY KOPPEKTHOCTH (hYHKIIMOHMPOBAHHUSI BCEH CHUCTEMBI, HO U TaKXKe
BO3MOJKHBIN BEKTODP Pa3BUTHS OYAYIIIMX AHOHUMHBIX KOMMYHUKALIWH.

KiroueBble C/1I0Ba: CKPbITbIE CUCTEMbI; aHOHUMHbIE CETH; [lelleHTPaIM30BaHHble CeTH;
TeOpeTHUeCcK! JIoKadyeMasi aHOHUMHOCTb; (b-3a/jaua; MUKpPOCepBUCHAsI apXUTEKTYPa;
CTeK NpoToKo/0B gp/12; cetk hidden lake; mocTkBaHTOBast KpunTorpadus;
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1. BBegenue

AnonnmMHast cetb Hidden Lake (HL) - ato menentpamu3oBanHas F2F (friend-to-friend) [1]
aHOHMMHasI CeTh C TeOPeTUUeCKOM 0Ka3yeMOoCThio [2, ¢.49]. B oT/iMume 0T U3BeCTHLIX aHOHUMHBIX
ceteit, mogobus Tor, [2P, Mixminion, Crowds u T.1., cetb HL. crtocobHa MpOTHUBOCTOSITH aTakaM
riobanpHOro Habsmopatens. Ceru Hidden Lake ans aHoHMmm3auyu cBoero tpadyika He BayKHBI
TaKUe KpUTepuH Kak: 1) ypoBeHb CeTeBOM 1jeHTpa/u3al|iH, 2) KOJTMUYeCTBO Y3/10B, 3) pacrioyioKeHue
y3710B U 4) CBSA3b MEX/y y371aMH B CETH, UTO /leJlaeT TAKOBYIO CUCTeMY abCTpakTHOM [2, c.144].

2. QB-3agaua

3ajaua Ha 6asze ouepezmeir (QB - Queue Based) [2 c.149] mpeacraBisier coboit sipo
aHoHuMHOUM cetu Hidden Lake 3a cuér koToporo ¢opMmupyercs TeopeTUUeCKUd JAoKa3yemas
aHOHUMHOCTb. QB-ceTu mipeAcTaB/sitoT cob0i 0HY U3 Harbosiee MIPOCTHIX 3alau AHOHUMU3ALUU
B I/IaHe TIPOrPaMMHOM peanusauuu’, B CPaBHEHUH C JAPYTMMHU MPeACTaBUTEe/IAMU TeOPeTUUECKOM
nokasyemoctu B auije DC (Dining Cryptographers) [3, c.225] u EI (Entropy Increase) [2, c.165] -
ceTel.

ce1—'Qp

Qg = ([cg1l], cB2; ---» CBn)

Qa = ([ca1l, ca2, ---, CAn)
Qc = ([cc1l; ec2; - Ccn)

cc1—'Qc
Pucynok 1. QB-cets ¢ Tpems yuacTHuKamu A, B, C

Onpepenenue 1. [Tog 3a7aueli aHOHMMM3ALMK CJleflyeT TMOHMMaTh KpUOTOrpaduuecKuit
TIPOTOKOJI, 1]eJTbI0 KOTOPOTO SIBJISIETCS] COKPBITHE UCTHHHOMW CBSI3U MexXy (s € S,r € R) oro0 € O
B cucrteme X(S, R, O), 20e S — MHOXXeCTBO OTMpaBuUTesieid, R — MHOXeCTBO rojyuaresneii, O —
MHO>KeCTBO HabOsrofjaTesiei. B yacTHBIX ciyuasx, HabsogaTesnb 0 € O MoKeT ObITh Mpe/iCTaB/IeH
OJJHUM 13 aBOHEHTOB HeToCpe/ICTBeHHOI KOMMYHUKALWH, T.e. 0 = s, 0 = T.

dopmasbHbIM s136IKOM QB-ceTb MOKHO OMucaTh CUCTEMOM C/ie/lyIOLIero BUaa:
QB-net = X" (T = {t;}, K = {ki}, C = {(c € {E\(m), Ei(v)}) ~ “Qi})

2de N - KOJIMUeCTBO Y3JI0B B cUcTeMe, K - MHO>KeCTBO K/rouei 1mdpoBaHus, T - MHOXKECTBO
TepuozioB reHepaiyu, C - MHOXXeCTBO 3alirdpoBaHHBIX CO0bIeHnH, Q - ouepeib MU(PPOBAaHHBIX
COO0OILeHUH, i,j - NIeHTU(DUKATOPHI OT/IeNBHBIX y3/10B, E - dyHKIUs mrdpoBaHKs, m - OTKPBITOE
coobirieHue, v - 10)KHOe COOo0IIIeHue, I - K/TIoU IM(GPOBaHUS He HaXOSIUNACST BO MHOXKecCTBe K.

BbIH_IEYKHBHHHaH CHUCTeMa MOXXET OBbITh npeacTaB/eHa YeTbIPbMA COCTOAHUAMM:

! AnonnmHas cetb M-A 3anumaer 100 CTpPOK KoJa Ha s3bIKe TpOrpaMMupoBaHusi GO, UCIO/b3ys
VICKJTFOUMTENTbHO CTaHJapTHYI0 6nbmioreky. PerosuTopwmii: https://github.com/number571/micro-anon.
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https://github.com/number571/micro-anon

1. Qi « (c = Eyj(m)), 20e k; € K, c € C. OtkpbIToe coobiieHre m MUPPyeTcs KIH0UYOM
nonyuaresns k; € K. PesynbraT mmdpoanus ¢ = Eyj(m) nomeiaercs B ouepespb Q;,

2. Qi « (c =E;(v), ecnu Q; =@, 20e r; &€ K, ¢ € C. JloxxHoe coobijenve v mudpyercs
krouom 6e3 nonyuatens r; & K. Pesynsrar mmdposanus ¢ = E,(v) nomeraetcs B ouepess Q;,

3.c<'Q; 20e tE€ T, c € C. B KaxKablii mepuoj, BpeMeHu t u3 ouepeau Q; Gepércs
mdposaHHoe coobuienve ¢ € {Ey(m), E(v)} 1 oTnpap/seTcsi BCeM yuaCTHUKaM CeTH,

4. m' = Dy!(c), 20e ¢ € C. Kaxaplii yUyaCTHUK TBITAeTCA paciuu(poBaTh NPUHATOE UM
1MppoBaHHOE COOOIIIEHKe ¢ CBOUM KTrouoM ki . Ec/ii mmibpTekcT He moaaaéTcs pacuimppoBaHKio
m'# m, TO 3TO 3HAUMT, UYTO TIOJy4yaTesieM sIBJSIETCS JMOO KTO-TO APYrou (MCIO/b30BaH KITHOU
k; € K), 60 HUKTO (Mcronb3oBan Kmou r; & K).

Jlemma 1 [JI1]. [Ina moboro snemenrta r € R, mpu mmdprekcre ¢ = E(v), CyljecTByeT
BCer/ia Takoe r!, KoTopoe NpuUBOAUT K paciur(pOBaHMUIO JIOKHOr0 coobuienus v = D, (c).

Joka3zaTenbcTBo JI1. MHOXeCTBO R oripejensieTcss pasHOCTbIO AByX MHOXecCTB U | K, nipu
U = KU R, npeacTaBsitoiumM cob0ii MHO>KeCTBO KiTtoueld ¢hyHKImU mmdpoBanus. s moboro
u € U BbINONHSETCST 0TOOpaXkeHe B MHOXecTBO mudpTekcToB: |J E, — C, IPH KOTOPOM TaKXkKe
Oy/leT CylecTBOBaTh Takoe U !, BBITO/HAIIee 06paTHOe 0TOOpaXkKeHHe B MHOXKECTBO OTKPBITBIX
tekcroB: |J D, ' — M, ncxops us toro, uro cucrema X(M, C, U, E, D) ssnsierca mmdpom [4, ¢.75].

AnonumHOCTh  QB-ceTeli  0Ga3upyeTcss Ha  CJAOXKHOCTU — OTPEJE/IeHUs]  COCTOSIHUS
mmdpoBaHHOTO COOOITIEHNsI ¢, a UMEHHO ueM OHO sBisercs: Ex(m) uiu E.(v). OuepémHocTh
coobieHni Q B CBOIO oUepeb TapaHTUPYET, UTO Bcerya OyZeT CyIecTBOBaTh TaKoe COODIIeHue
¢, KOTOpoe OyZieT CreHepUpOBaHO CUCTEMOM B TIepHO/] BpeMeHHU paBHbIH t, He3aBUCHUMO OT TIPHUPOAbI
camoro coobmieHusi. [Ipy OTCYTCTBUM UCTUHHBIX COOOLIeHUI ouepeaib Q MOXKHO pacCMaTpHBATh
KaK ouepe/[b UCK/TIOUUTETbHO JIOXKHBIX coobiriennii E(v). [Ipu nosiB/ieHUM UCTUHHOTO COOOIIeHUS
Ej(m), TakoBoe HauMHaeT 3aMeHsThb co00U nokHOoe E.(V) B omnpele/néHHbIN TepUOJi BPEMEHHU t.
BcnenctBue storo, QB-ceTh CTaHOBUTCSI reHepaTopoM IiiyMa C (PyHKLMel KpaTKOBPeMeHHOM
3aMeHbI C/Ty4aliHOTO TpadHKa Ha 1eHCTBUTe bHBIN, a Hepa3TMYUMOCTh IHM(PPOBAHHBIX COOOLeHN
JPYT OT ipyra CTaHOBUTCS KJ/IF0OUeBbIM ()aKTOPOM aHOHUMHOCTH.

Jlemma 2 [J12]. [Ipy Hanmvuuu B cuUCTeMe [IBYX K/todel 1M¢poBaHus K, r (MOpOXAaroLnx
COOTBETCTBEHHO HWCTHHHbIE M JIOKHbIe HIM(PTEKCTHI), OmNpejiesieHne UCTUHHOCTH BbIOPaHHOTO
mmdpTeKCTa ¢; U3 KoHeuHoro MHoXecTBa C = {cy, Cy, ..., Cp} CBOJIUTCSA K 3ajiaue Hepa3IMuMMOCTH
IU(PTEKCTOB MO OTKPBITHIM TEKCTaM M KJ/IH0UaM LIM(PPOBaHUSI.

Jloka3aTenbcTBo JI2. 3a/jaua ornpefesieHUs] KCTUHHOCTY LIM@pTeKCTa ¢; U3 MHoxKecTtBa C
CBOJIMTCS K yCTAHOBJIEHUIO ero NMPUHA//IEXXHOCTH K OJHOMY U3 IBYX cocTossHUM: Ei(m;) nmm E(v;).
B Ttakoit kKoHuenuuy, ¢yHKuys mudpoBaHus E fomkHa 06s1afaTth CBOMCTBOM Hepas3MuMMOCTH
IM(MPTEKCTOB: 1) 10 OTKPBITHIM TEKCTaM My, V;; 2) TI0 UCTIO/Ib3yeMbIM K/ItouaM Inudposanus? K, r.

2 N HEKOTOPbIX HpeACTaBHTEHEﬁ dCMMMETPHUYHBIX a/ITOPUTMOB H_[I/I('l)pOBaHI/IH OTCYTCTBYET rapaHTHA
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[TepBoe CBOWMCTBO rapaHTHPYeT, UTO JaXke ecju Habmogatento OyJyT W3BECTHBI TEKCThI WU
1a0/I0HBl  UCTWHHBIX / JIOXKHBIX COOOIIEHWH, TO CBSI3aTh WX C pe3yJbTaToM IM(POBaHUS
(umudprekcToM) OyJeT BBIUMCIUTETHHO HEOCYIIeCTBUMO. BTOpoe CBOWCTBO TapaHTHUPYET, UTO
JlaKe ecsii Hab/ozaTento OyayT M3BECTHBI MyO/MUHBIE K/IIOUW IIM(PPOBAHUS, TO CBSI3aTh UX C
pe3ysibTaTOM IKMpoBaHUs Oy/eT TakKe BBIUMCIUTENHLHO HeOCyIeCTBUMO. B wurtore, mpu
WCTI0/Tb30BaHUU Hafi&xHON GyHKIMM E u mapametpoB k € K, r € R, BepxHsisi rpaHMIIa TIOUCKa
HauMHaeT OTpeZesaThCs KOJMUeCTBOM UTeparuii noaHoro nepebopa pasabiM |K |J R| = |U| = |{uy,
Us, .., Uyt - Dulc), mpu K[\ R =@ COOTBETCTBEHHO, 3a CUéT IPUHAJJIEXXHOCTU BCEX
riepeOrpaeMbIX 3HaUeHUH U; K 0011[et mrdp-cucreme (JIlemma 1).

rv—R <t

true

Q¢

Pucynok 2. AnroputM 3anosnHeHus ouepenn B QB-3anaue, rae
R — renepaTop /10)kHbIX co0011ieHnH, K — reHepaTop UCTHHHBIX COOOILeHNH

I/ITOFO, dHOHHMMHOCTD QB-CETEﬁ ornpene/adeTcd He TOJIbKO pPA3pBIBOM CBA3U MEXAY
OTIIpaBUTEJIEM U T10/IydaTe/IeM OJId ri100a/ILHOrO Ha611}0,ane11;1, HO U TakK>Xe OTCYTCTBHEM CBA3U B
CaMOM Q)aKTe OTTIpaBJ/IEHUA W I10/Iy4Y€HUSA I/IH(l)OpMaL[I/II/I. NHbIMU CJ1I0BaMH, [OJid I1daCCHMBHBIX
Ha6HIOAaTEHEﬁ, BKJ/IFOUAIOIHWX B ce0s1 ¥ 17100a/ILHOTO Ha6fII-O,ZLaTEJ'IH, CTABUTCSI HETIOCUIEHOU 3a/iada
oripeae/jieHUs COCTOAHNA Cy6’b€KTa, d UMEHHO:

1. OtnpaBsnsieT 1M YU4aCTHUK i B IepUo/, paBHBIH t; UICTHHHOe coobiieHue Ey(m)?
2. TTonyyaer M yUaCTHUK i B repuozibl paBHbie T\{t;} kakoe-mi60 coobuienre Dy (c)?
3. be3pelicTByeT /iu yuacTHUK i — E,(V) B aHanu3upyeMoM repuo/je t;?

[Tpu Bcex TakuX CrieHapusiX, He Oy/Iyud OIHUM M3 y3/I0B YUaCTBYIOL[UX HEIOCPeCTBEHHO B
KOMMYHUKAllMd YW He TIPOSIB/ISIIOIIMM Kakoe-iMb0 B/IMSHWE Ha ouepesib Q; aHA/IU3UPyeMOro

HEepa3MIMUMUMOCTH IHUGPTEKCTOB 10 KitouaM mdpoBanust, HaripuMep — RSA. Tly6munbiii kimod B RSA
rpe/icTaBleH OByMsl 3HaueHussMd {e, N}, rge e — nybiuuHas SKCIIOHEHTa (Yallje BCEro SIBISIOIIAsiCS
KOHCTaHTO# 21°+1), N — Mo/iy/ib, TIpe/iCTaB/IeHHBII [TPOU3BEJEHIEM [BYX MPOCTHIX urces. [Ipe/rnoioxKM,
YTO CyIIIeCTBYeT ZiBa MyOMMuHbBIX Kitoda pub; = {e, N;} u pub, = {e, N»}. OuH U3 AByX MopyJieli Bcerza
Oyzet Oonbiie BTOpOro, T.e. N; > N, (B POTUBHOM C/ydae, K/JFOUM OAWHAKOBHI). B pe3ynbraTe, ecimu
Hab/roaTesieM OblT MosiyueH mudpTekct ¢ = m® mod N, U TIpU 3TOM, € > Ny, TO 3TO OyZieT 03HayaTh, UTO
ndpTeKCT ¢ OBUT CO3/]aH Ha OCHOBe MO/y/isi Ny, T.e. Ha OCHOBe MyO/IMYHOTrO K/TFoua pub;.
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yuacTHHKA i, T.e. He OyJyud y3/I0M TIPOSIBJISTIOIMM aKTHUBHOe Hab/rofileHue, 3a/jaua CUMTaeTCs
HEBBITIOJTHUMOM, eC/y airoputM mrdpoBanus E 1 K/I0uM K, r IBASIOTCS HaJ|EXXHBIMU.

Omnpepaenenue 2. 3ajaua aHOHMMM3ALMU CUUTAETCS TEOPETUUECKOMS, ec/in Ha/iMuue ro60oro
naccuBHOTro0 Habsozarens Vo € O B cucteme X(S, R, O), BK/It0oUast ri100a1bHOr0, HHKOMM 00pa3om

He B/IMsIeT Ha KAaUeCTBO CKPBITHS UCTUHHOM CBSI3U MeXay (s € S, r € R).

AnroputMm 1. @yHKI[MOHMPOBaHUe yyaCTHUKA B cucTeMe (QB-net Ha s3bIKe 11CeB0KO/A

BBO/I: ouepeob Q, nepuod t, pyukyuu E, D, karouu wugpposaHus k, r
BEIBO/]: noomHodcecmeo wugpmekcmos X € C
thread-1. (* I'eHepayus ucCMUHHbIX WuUppmexkcmos *)
while (true) {
ki —« INPUT_STREAM (* Bgod kmoua noayuamens *)
m — INPUT_STREAM (* Beod omkpbimoz2o mekcma *)
Q - (c = Ey(m)
}
thread-2. (* I'eHepayus A0X#CHbIX WUgdpmMeKcmos *)
while (true) {
v « RANDOM_STREAM (* IlonyueHue noxcHoz2o mekcma om KCI'TICY *)
c=E\(v)
while (Q # Q) {} (* OxcudaHue nycmoti ouepedu *)
Q<c
}
thread-3. (* OmnpagneHue wugppmekcmos 8 cemnb *)
while (true) {
sleep(t) (* OxcudaHue nepuooa *)
c— Q,e0eceX
QB-net — c (* 3anuch wugpmexkcma 8 cemb *)
}
thread-4. (* IlpuHsimue wugpmekcmos u3 cemu *)
while (true) {
¢ « QB-net, 20e c € C\X (* UmeHue wiugppmekcma uz cemu *)
if valid(m = D,’!(c)) { (* [Iposepka koppekmHocmu pacuu@posaus *)
OUTPUT_STREAM — m (* Bbi800 nosyueHHO20 OMKpbImo20 mekcma *)

B QB-ceTsx eCTb TakXke psifi MHTEPECHBIX U HE COBCEM OUEBUIHBIX MOMEHTOB. Tak Haripumep,
nepyo/| t; KaKAOTro OT/eNbHOTO y4YaCTHUKA i He 00s3aTe/IbHO [O0/DKEeH WMeThb KOHCTaHTHOe

3 OiHYM 13 BO3MOKHBIX CITOCOOOB I0CTHKEHHS TEOPETUYECKOM JI0Ka3yeMOCTH CTaHOBUTCS CBE/IeHHe
3a[]aul CKPBITUSA CBA3M (S € S, r € R) K 3a7laue COKPBITHS UCTOUHWKA 3TOM CBsi3u s € S. Ha 6a3e gaHHOrO
nogxoza gopmupytorcs DC, EI, QB cetu.



3HaueHue. [Teproj MoKeT U3MeHSIThCS TI0 BpeMeHU WK BOBCe UMeThb CyJaiiHoe 3HaueHUe. Takoe
TOBe/leHre HUKAK He OTpPa3WTCsd Ha KauecTBé aHOHMUMHOCTU Y3J/I0B /10 TeX Top, TMokKa Oymer
CYIIIeCTBOBAaTb caM (DaKT OT/IO)KEHHOCTH IM(PTEKCTOB € B JiuIle ouepesin coobmieHuit Q. Ecmm
coo01rieHre MOXKHO Oy/leT OTIpaB/siTh B 00X0J, 0UepéAHOCTH, TOT/Ia CUCTEMA TepecTaHeT ObITb
TeOpPeTUUeCKH JJ0Ka3yeMoH.

TakuMm obpa3zom, B otimure ot DC-ceTel, rae niepuog, T TipeficTaB/eH TOJIBKO OJHUM OOIINM
3Hauenuem T = {t}, QB-ceTu penal0T MepuoJ; He TOJBKO CYObEKTMBHO (MHAMBHUAYATbHO)
HacTpauBaeMbiM T = {t;, t5, ..., t,}, HO Takke W He 00s3aTeJIbHO CTaTUYHBIM /ST KaXKI0TO
reHepupyemoro coobmienus t € [I;k], 20e | <k. Takoe cBoiicTBo mo3BosisieT QB-ceTsiMm He
KOOIEpPUPOBaTh C OTAEJbHBIMH y371aMd 3a TEpUO/l, a TakKe 0osiee KaueCTBEHHO CKPhIBAaTh
3aKOHOMEPHOCTh MPUHA/IJIEXXHOCTH M0Th30BaTe il K aHOHUMU3UPYIOIEeMY Tpa(uKy.

Teopema 1 [T1]. TeopeTruecku fokazyemass aHOHUMHOCTb QB-net cICTeMbI OCHOBBLIBAETCSI
Ha CUCTeMaTUYHOCTU MOpPOXKAeHus MHoxecTBa mmdprekcros C = C"'|J C* = {c;, ¢, ..., ¢,} ¥ Ha
Hepa3IUYUMOCTH ero IOJAMHOXKECTB OTHOCUTE/IEHO UCTUHHBIX CX 1 10KHBIX C" IM(pPTEKCTOB.

HoxkazarensctBo T1. [Tycts C" = {c/, ¢, ..., Cy } €CTb MHOXECTBO JIOXKHBIX IIU(PPTEKCTOB,
a Ck={c/ ct .. ¢} HanpoTHB ecTb MHOXeCTBO WMCTHHHBIX IMIM(PTEKCTOB mpu m, n = 0
COOTBETCTBEHHO, TOTAAa TIpU UX O0BeJUHEHWH CO3[aéTCs MHOXKEeCTBO BCeX ILIM(PTEKCTOB:
cUc={c/, ¢, ..., e, ci, & ..., ¢} ={c1, ¢z .., Cpsn} =C. IlycTs mop 3ajaueit
AeaHoHUMU3aLmu P4 OyzeT fanee MOHUMaThCS OHO3HAYHOE HaXOK/eHue (pakTa CylleCTBOBaHUs
WIA OTCYTCTBUSI MCTHHHOTO coobmieHuss (n > 0?) B MHOXecTBe ImdprekcToB C. 3azaua
JleaHOHMMM3al[iY, B CBOIO Ouepe/ib, ONMpAeTCsl Ha JBe Jpyruve 3aJayu: HepaslMuuMOCTH Py u
cucTeMatuuHocTy P). I1pu perieHuu ojHOM U3 ABYX Moj3azay, 3aflaya JeaHOHUMu3aluu Oyjer
CUMTATBHCS TAKKe BBIMOTHUMOM, UTO MOYKHO BbIPa3UTh JU3bIOHKTUBHOM hopMoid: Py = Py V Pg.

3aziaua Hepa3IMUMMOCTH P ;) MokeT ObITh OIpefiesieHa AByMsl BOSMOXKHBIMU CUTyaLUsIMU: 1)
mbo crocoboM HaxoXKIeHWUs WCTHHHOro mmdprekcra c; = Em;) € CX; 2) mbo, HanpoTus,
Croco60oM JI0Ka3aTe/IbCTBAa OTCYTCTBUSI UCTUHHBIX IIMGPTeKCToB ¢; & C* = . 3ajaua cTaHOBUTCS
TPUBMA/ILHOM NIPH OTCYTCTBMU LM(pPTEKCTOB B 001ieM, T.K. C = J - C' = . Ecam xe C # J,
TOT/Ia 3aflaua CBOJAWTCS K TpoOsieMe COOTHOIIeHUsI IUPPTEeKCTOB ¢; € C K UX MepBOHaYaIbHbIM
noaMHoXecTBaMm: C™ uam CX | uTo, Kak GbIIO MOKA3aHO paHee, SIB/SeTCs BEIUMC/IUTEIBHO CI0KHOM
3azauet (J/lemma 2).

3ajjaua cUCTeMaTUUHOCTH P() MOXKeT ObITh OIpefie/ieHa HAXOXKAeHWEeM JJONO/THUTeNbHbIX
CBsi3ell B MexaHu3Me reHepauuu wmndprekctoB C = {cy, Cy, ..., Cp}. EC/IM B3Tb UaCTHBIN C/lyYait
C=(, To 3aflaua CTAaHOBUTCS HEBBITOJIHUMOM, T.K. CBSI3HOCTh MIM(PTEKCTOB Oy[eT amnpuopu
orcytcTBoBath. [anee, mycte |C| =1, T.e. C ={c}, Torga, 3amaua CUCTeMaTUUHOCTU OyJeT
CBOJIUTHCSI K BOIIPOCY: «BC/IE/ICTBUE KAaKOTO COOBITHSI X ObLI TosiydeH mmdpTrekcT c¢?». Ecmm
coOBITHE X He UMeeT CBsi3el C KaKUM-JTUOO OTKPBITBIM TEKCTOM m (TI0/yueHHBIM, T0/TyuyaeMbIM,
OTIPaB/IeHHbIM WIH OTIPaB/sieMbIM), T.e. IMUPPTEKCT ¢ He ObIT CO3/jaH BCJ/IeACTBHE TIOSIBJIEHUS M
KakK COOBITHS, TOT/Ia X CJIelyeT pacCMaTpUBATh KakK He3dasucumoe coObiTHe. EC/H Tpe/nonoKuTh,
YTO CYIIECTBYeT HeKUi a/irOPUTM A, reHepUpYOIIUi IU(PPTEKCTHI C; TTOCPeACTBOM He3aBUCHUMOTO
CoOBITHSA X, T.€. C; — A(x), The ¢; € C, utipu 3ToM C = C', TOT/Ia B MeXaHH3Me TeHepaliuu alipuopu
OyAyT OTCYTCTBOBaTh JOTIOJHUTE/IbHbIE CBS3M KPOMe OCHOBHOM CBfI3U B JMLe COOBITHS X, T.K.
Ck=0 - ¢; & C*. Tenepb, ecnu mnpeanonoxutb obpatHoe: C =C'|JCK rae C#@, To0
coxpaHeHUe eJUHOM CBSI3U reHepaliyy, B JIMiie He3aBUCUMOTO COOBITHS X, CTAHOBUTCSI BO3MOXXHBIM



TOT/Ia ¥ TOJILKO TOT/a, Korja mupTekcThl ¢; € C* GyayT co31aBaThCsl BMECTE U BC/IeJCTBHE TOTO
)Ke anroputMma A, yTo M LIMQPTEKCThl MoAMHOXKecTBa C', MOCPeCTBOM HCIIOHEHUs! YCIOBUS:
(c = Ex(m)) if (m # null) else (c = E(v)) — A(x). B pe3ynbtare 3TOro, UCTUHHast CBsi3b (m # null)
VHKAaTICy/IMPYeTCs B He3aBUCUMOM CBSI3U X, U He TIPOSIB/ISIET, TeM CaMbIM, CBOIO MIPUPO/TY reHeparjii.

CnepgcrBue T1:1. KoHeuHoe MHOXecCTBO MmM@pTekcToB C MOXXHO paccMaTpUBaTh Kak
pe3y/ibTaT MO3TanHoW reHepauuu noaMHoxects C; = {c;}, C, = {cy, ¢3}, ..., C, = {cy, Coy ..., Cp} W
KaK 3aBepIlleHHe CeTeBOW KOMMYHHKAIMU B 11eJIoM. TakuM 06pa3oM, MpH BBITIOJHEHUH YCIOBUH
Hepas3/IMYUMOCTHU U CUCTeMaTUYHOCTHU MHOKeCTBOM C = C,, nogMHoxecTBa C; & C,, IpOJ0/KaroT
B PaBHOU CTeleHu Hac/e/l0BaTh UX BBITIOJIHEHHUE.

CneactBue T1:2. [TycTh t ecTb epuo/| reHepaLy NOPOXKAaeMbIX MOAMHOKeCTB C;. B TakoM
Cjlydae, t eCTh TaKKe BBOJHOE YCJIOBHEe W He3aBHUCHMOe COOBITHe /il alrOpuTMa reHeparjuu
mrpPTEKCTOB: C; — A(t). Pa3 mepuog t 6asupyercss Ha anropuTMe A W TIPU 3TOM TOPOXK/eHHe
U(PTEKCTOB He CBSI3aHO C OTKPBITBIMU TE€KCTaMM, TOTJja €ro BapbUpyeMasi XapaKTepUCTHKa B
mine cratuuHoctd (t = T) wim auHamuuHoctd (t € [I;k]) He criocoOHa BO3[eHCTBOBaTH Ha
KauecTBO aHOHUMHOCTH.

CnepcrBue T1:3. He3aBucumbie COOBITHS X1, X2, ..., X, IPUBsI3aHHbIE K YYaCTHUKaM 1, 2, ...,
n, HeoOsI3aTeTbHO 0JDKHBI ObITH TIPe/ICTaB/eHbl OOIMM KOHCTAHTHBIM / CTATUYHBIM 3HAUEHUEM =
X, T.K. JaHHbIe COOBITHS TTPUHAZJIEXAT B PABHOM CTeTieHH 00IT|eMy KlacCy He3aBUCHUMBIX COObITUM
X. B pesy/braTe 3TOro, [ONyCKaeTcs CyllleCTBOBaHWEe HepaBeHCTBA X; # Xj, MPU JMOObIX i, j
3HAUeHUSIX.

IIpumep 1. B QB-3azaue noz anroputMoM A rioHuMaeTcst Q — CTpPYKTypa «odepe/ib», a Mo/,
He3aBUCUMBIM COObITHEM X Harboriee YacTo MOHKMMaeTCsl TapaMeTp X=t — [1epruo/, reHepaLi. XoTb
t U sBJASETCS NPOCTBIM YC/I0OBUeM (DOPMHPOBAHUsI HE3aBUCUMOCTH, OHO BCE >Ke He SBJISeTCS
eUHCTBEHHbIM. Tak HampuMmep, II0J, HE3aBHUCHMBIM COOBITHEM X=Nn MOXeT ITOHUMATbCs
dopmrpoBanue mMppTeKcTa ¢ — A(n) Ha OCHOBE N-020 KOJIMYECTBA MPUHATBHIX LIN(PTEKCTOB
CUCTEMOM OT [IPYTMX YYaCTHHUKOB. OTCYyTCTBHe 3aBUCUMOCTH OT OTKPBITBIX TEKCTOB 3aKOHOMEPHO
MPUBOJUT K aHAa/JOTMYHOM TeOopeTHYeCcKOM [O0Ka3yeMOCTM U yKa3blBaeT Ha BO3MOXXHOCTb
NIPUMEHEHHsI CUCTEMOU HECKOIbKUX Pa3/TUUHBIX COOBITUM.

IIpumep 2. OtnipaBsienue Bcex mmdprekctoB C = {cy, Cy, ..., Cn} CETH 3a OJJUH pa3 Takxke
SIBJIIETCSI HE3aBUCUMBIM coObITHeM x=a: C — A(a), XoTb U CrielfudruuHbIM, T.K. 1) MCK/IOUaeT
Kakylo Obl TO HU ObUI0O MHTEPAaKTUBHOCTh B JIMI]e 3allpOCOB W OTBETOB; 2) He pacriojiaraet
vHbopMalveli 0 Tpupojie reHepaluud camMoro MHokectBa C. [laHHBIM MpyUMep WHTepeceH C
TEeOpeTUUeCKOW TOUKU 3peHHsi TeM, UYTO C HeKOTOPOW BepOSITHOCTbIO BCe IIM(PTEKCTHI BO
MHO)KecTBe C 00s13aTeNlbHO [IO/DKHBI OCTAaBaThCSl JIOXKHBIMM. B TIDOTMBHOM ciiydae, OyayT
HapyIaThCs Cpa3y [JBa YC/IOBUS: 1) Hepa3TMUMMOCTH, T[leé M3BECTHbIM OyJeT CTaHOBUTHCS
HepaBeHCTBO CX # (J; 2) CCTeMaTUUYHOCTH, Ije COObITHE d 6yeT 3aBUCUMO OT OTKPBITHIX TeKCTOB:
A(a) = A(m).

IIpumep 3. HeGonpilioe pasnuuve aaroputMa A Tpd reHepald WCTUHHBIX M JIOXKHBIX
U(PPTEKCTOB MOXXeT HapyLIUTh CUCTeMaTUYHOCTh TeHepaluu. I[IpeAmosiokuM, 4TO 3ajaH



CTaTUYHbIN MIepro/ t, KaK yC/IOBHe ABYX aJiTOPUTMOB P, Q, 1 1ipu 3TOM caMa Mnpolieiypa reHeparuu
U(PTEKCTOB C; 3aHUMaeT TMPOAO/IKUTeNbHOe BpeMs r, Takoe uto 0 <r <t. [lanee, eciu
NIPeTION0XNUTb, YTO JIOKHbIe IIHU(GPTEKCThl TeHepUPYIOTCS Cpa3y Ha MOMEHTe OTIpaB/IeHUs
(ci = Ex(vi)) < P(t), Torga mwnpTeKCT ¢; OTIIPABUTCS CIIYCTsI BpeMsl paBHoOe t+r. B cBoro ouepefp,
€CJIM UCTHHHBIe COODIIeHUsI TeHepUPYIOTCs 0 MOMeHTa OTITPaBJieHu s, T.e. CHauasia MoMeLatoTCs
B ouepenb (¢; = Ex(m;)) — Q(t), a muIllb TIOTOM OTITPABJISIIOTCS, TO BPEMSI MX OTIIPaBIeHUs OyeT
3a[laHO KOHCTaHTOM t Ha CjefyoleM 3Tare reHepaiud. Takum o0Opa3om, W3-3a UCIOIb30BaHUs
pasHbIX ajAropuTMOB TreHepaluu, P u (Q COOTBETCTBEHHO, CHUCTEMaTWYHOCTb TeHepaluu
IM(PPTEKCTOB C; HApPyILIaeTcs 3a CYET CO3/laBaeMOM PasHULIbI I, XOTh TIPU 3TOM U HCIOJIb3YyeTCst
ob11iee, /711 IBYX aJTOPUTMOB, HE3aBUCUMOe COOBITHE t.

IIpumep 4. Paznuure mexay anroputMamu P(t) u Q(t) onpefensieTcst JUIIb OTCyTCTBUEM
WM CyllecTBOBaHWeM ouepeind coobijeHuid. TeopeTnuecku ob6a ajroputMa OCHOBaHbI Ha
HEe3aBUCUMOM COOBITUM t, HO TIPAKTUYECKH OHH OTJMYAIOTCS TeM, uTo Tpu P(t) reHeparus
UCTUHHBIX LIUGpPTEeKCTOB Oyaer Oosee 3aTpyAHUTE/NLHOW, T.K. OHAa TIPUBOJUT K PYUHOMY HX
CO3/JaHUI0 HAa KOHKPETHOM I1epro/ie BpeMeHHU t 110 MPUUKHE OTCYTCTBUS MeXaHW3Ma OT/I0)KEHHOCTH
cooOlIrieHnit [0 3a[JaHHOTO YC/OBUSI. AJITOPDUTM C ouepefbio Q(t), HAmpOTHB, TI03BOJISET
TeHepUPOBaTh U COXPaHATh COOOIIeHNs B TF0O0 MOMEHT BpeMeHHU, BHE 3aBUCUMOCTH OT 3aJJaHHOTO
repuoza t.

[Hanee, B QB-ceTsx npeznonaraeTcsi UCMOJAb30BaHWE aCUMMETPUYHOW KpuUnTorpapuu Io
YMOJIYaHHUIO, ¥ KaK C/IeJCTBHE KIouH k; # ki1 He cBs3anbI Mexay co6oii Hanpsamyro. Tem He MeHee
QB-ceTu Brio/iHe CIOCOOHBI PYKOBOZACTBOBATHCSI UCK/TIOUNTETFHO CUMMEeTPUYHOM KpUTTorpadueit
npu Kotopoit k; = k;l. B Takom ciyuae Kimoud OyayT NpeACTaB/IsTh He KaKJOrO OT/eILHOrO
y4acTHHMKA CHUCTEeMbI U3 N BO3MOJKHBIX, a HEMOCPEeJCTBEHHO CBSI3b MEX[y eé yyaCTHUKaMH U3
n(n - 1)/2 BO3MO>KHBIX pébep rpada (CUCTeMBI), UTO TPUBOAUT TAKKe K IMOSIBJIEHUIO OOIIUX K/TFOUel
BU/a k; = kj /11 HeKOTOPBIX I, j yuacTHUKOB. EC/iM B ccTeMe 3a/10)keH MeXaHU3M MapLIpyTHU3alyy,
TO 17151 pacidpoBaHus T0JyUYaTe/b J0/DKEH Oy/1eT NCO/Ib30BaTh Y>Ke He O/INH KOHKPETHBIN K/TIoU
k', a Bce emy usBecTHbIe Kimouu ky, ko, ..., k, ocpecTBOM MeToa ux repeGopa.

Vcronib30BaHre CUMMETPUYHON KPUTITOrPaUu MOXKeT TOBBICUTh KPUTITOCTOMKOCTb QB-net
CUCTEMBbl B YCJIOBUSIX TOATOTOBKM K TOCTKBAHTOBOW KpunTorpaduu WM B pe3y/bTaTe eé
HaCTYTUIeHUs], T.K. U3BECTHO, UYTO COBPeMeHHble CUMMeTPUYHbIe a/ITOPUTMBbI C OOJBIIION AJTUHOMN
Kroda (256 6uT u Oosee) SBASIOTCS KBaHTOBOYCTOWUMBBIMH [5, c.131], B TO BpeMsi Kak HOBBIe
pa3pabaTbiBaeMble aCHMMETPHUUYHBIE aTOPUTMbI, C KOHCEPBAaTUBHOM TOUKH 3PEHHs, MOTYT ObITh
CJIUIIIKOM HOBBI, UTOOBI CUMTAThCS 0e30TMacHBIMH, B TOM UHC/Ie JAaKe [Jig KIaCCUUYeCKUX
KOMITBIOTEPOB.

[ToMuMo BCcero 3Toro, UCTOIb30BaHHE CUMMETPUYHBIX aTOPUTMOB MOXKeT cZiesiaTh QB-net
CHCTEMY He TOJIbKO KBAaHTOBOYCTOMUMBOM, HO M aOCOMIOTHO KPUITOCTOHKOM, €C/i B KauecTBe
CUMMEeTPUYHOTO ajaroputMa OyJer ucrosnb3oBaThes mudp Bephnama [3, ¢.65]. B Takom ciayuae
HeoOxouMo OyJeT pacCuMTaTh MaKCMMa/IbHO BO3MOYKHOE KOJTMUeCTBO MCIO/Ib3yeMoW ramMMmal I
Ha HeoOXO[UMBIA TPOMEXYTOK BpeMeHU P (UKMC/I0 Tepuo/ioB TeHepalyu) TP HUMeroIeMCs
KosmyecTBe cobecefHUKOB N (BK/TFOUAsi JIOKHOTO TIOJTyUaTesis) U AjirHe coobienus L.

I'=Px(1+N) x L



TeMm He MeHee, TPUMeHEHHe WCK/IHOUWTENBHO CHMMETPUUHOW KpUMNTOrpaduu 3aTpy/AHsIeT
TaKKe MPYKJIaZHOe MCI0/Ib30BaHNe U IPUHOCUT JIOTIOJIHUTE/IbHBIN PSJ| U3ZleprKeK:

1. YcnoxusieTcs o01jasi ciCTeMa KOJIMUeCTBEHHOTO XPaHeHUsI U PaCIipOCTPaHeHuUsT KITFOUek:
2n B aCMIMMeTpUYHOW Kpunitorpadguu, n(n - 1)/2 B cummeTpruyHOW Kpunrtorpaduu [3, c.278],

2. PacumdpoBanue JaHHBIX OyJeT NPUBOAUTL K JIMHEMHOMY Iepe6opy BCeX W3BeCTHBIX
CUMMeTPUYHBIX K/TI0UeH k;, UTo TpY Ha/JMYU¥ aCMMMeTPUYHBIX K/II04el Tpe6oBasio UMb OfHOTO
kaoua k',

3. TIOHU3UTCS MOZieJib Yrpo3 C BO3MOXKHOCTEM aKTMBHOTO TIOCPeJHHMKA TOAMEHSITh
ny6/IMUHbIe K/TIOUH /10 BO3MOXXHOCTH MTACCMBHOT'O TIOCPeJHUKA MPOCMATPHUBaTh CEKPETHBIE K/THOUH
[3, c.80],

4. VIMUTOBCTaBKM, B OTJIMYMe OT LM(QPOBbIX TMOANMCEN aCMMMeTPUYHOIO paszesa
Kpurnrorpaguy, He TO3BOJISIIOT OJHO3HAUHBIM 00pa30M MOATBEP)KAATh aBTOPCTBO COOOLIeHHUI
[6, c.46].

2.1. ®opmanibHOE AO0Ka3aTe/1LCTBO

[ns ompesieneHysi KayecTBa aHOHUMHOCTU QB-net cuUCTeMbl MOJKET HCIIOb30BaTbCs
BePOSITHOCTHasl OLleHKa, SHTPOIMIHBIN T0Ka3aTeb U KOPpeJsLUOHHbINA aHaiu3. OCHOBHas 1ie/b
— JlOKa3aTh, UTO /il CTOPOHHero HabJrofiaTesisi, B TOM uuc/ie r7100aabHOoro, HeorpeieeHHOCTb
OTHOCHTE/IbHO MUCTOYHHWKA WU TIOJy4aTessi COOOIeHus SIBsieTCsl MaKCUMa/IbHOW U TIPUBOAUT K
COKPBITHUIO caMoro (hakTa KOMMYHHKaL1H.

Mogens yrpo3. IlycTb ceTh mpejcTaB/ieHa KaK MHOXECTBO Yy3710B: S = {Sj, Sy, ..., Sy}, 20e
|S| = N. I'nobanbHbIN HabMO[aTETE — MTPOTUBHUK, UMEIOIIUH BO3MOXKHOCTb TIPOCMAaTPUBATh BECh
ceTeBol Tpapuk. Bce y37abl CUMTAOTCS TMOTEHIMAJbHO CKOMIPOMETUPOBAaHHBIMH, KpOMe
otnpaBuTesisi Sender u nony4darens Recipient. Mojenb yrpo3 orpaHMUYMBaeTCsl UCKIHOUMTE/IBHO
CeTeBOM YaCThIO B3aMMO/IEMCTBUSI M He 3arparvBaeT 0e30MacHOCTh paboyero OKpYKeHHUsl TIpU
3arnycke W/uny GyHKLIMOHUPOBAHUY Y371a.

BeposTHocTHas oneHka. B QB-net cucteMe KaXKAbli y3e/l TPaHC/IUPYET IMaKeTbl BCEM
cocessim. [Ipezimoioxkum, uTO BCe TlakeThl (PMKCUPOBAHHOMW AJ/iMHbI L U 3aiir@poBaHbl CXeMOH,
obGnagaroreit ceoiicteom IND-CPA* (wmv Boiwe). Eciu y3en A oTnpasiseT coobiienue, a y3en B
ero ToJiyuaet, To TJI00a/ibHbIA HabmoaTeb Oy1eT pacronaratb CIeAyIMMA JaHHBIMU:

- BeposiTHOCTb  OTIIpaBUTesISl: TIOCKOJBKY BCe Y3/bl TeHepUpYIOT TlakKeTbl C 3apaHee
onpeJieI€HHOU MepPUOAUUHOCTBI0 At (KOHCTAaHTHBIA LIyM), BEPOSITHOCTh TOTO, YTO KOHKPETHBIMN
y3eJ1 S; IB/ISIeTCSl OTIpaBuTeieM coodieHus M, coctaBnsiet: P(Sender =s;)) = 1/N,

- BeposiTHOCTE TOJTyuaTesisi: TIOCKOJBKY TakeT IIMQPYyeTcss KIOYOM TojyyaTenss |
paccbulaeTcsl BCeM, BHeIIHe HEeBO3MOXXHO ONpeJeNNTb, KTO UMEHHO CMOT ero paciiu@poBaTb.
BeposTHOCTb TOTO, UTO y3en s; SIBAgeTCS UCTMHHBIM MoJsly4aTeneM cooOljeHuss M, cocTaBiser:
P(Recipient =s;)) =1/N .

OHTpPONUIHBIA MOKa3aTenb. Eciau pacripesiesieHe BepOSTHOCTEM MeXy ydaCTHUKaMH
pPaBHOMEPHOE 1 OCTaETCsl TAKOBBIM Ha MPOTSHKEHUM BCell KOMMYHUKALIMK, TO SHTPOMUS CUATAeTCst

4 Hepa3/iMuMMOCTb /ISl aTaK HA OCHOBE MOJ0BPAHHOTO OTKPHITOTO TEKCTA.
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MakcuMmanbHoi: H(X) = ZNi-ipiloga(p;) = 10g>(N) = Hpax. TIpy MakCHMa/IbHOM SHTPOIMH, CTETEHb
aHOHUMHOCTU d cTaHOBUTCSI paBHOUM eauHulle: H(X)/Hpe = 1, UTO yXe CBUJETE/NbCTBYET O
HaJIMUUU TeopeTUUeCKy J0Ka3yeMoii aHOHUMHOCTH.

AHOHUMHOCTb CHCTEMbl CUMTAeTCs COBEPIIEeHHOW, eC/M arocTeprhopHasi BepOSITHOCTh
BLISIBJIEHUSI OTIIPABUTENSI S; OCTAéTCsl PAaBHOM aripUOPHOM, MPH BCEM COBEPIIEHHOM aHajM3e
tpapuka T mobObIM BHeltHUM HaOsmogaTeneMm: P(Sender = s; | T) = P(Sender =s;)) =1/N. B
cucteMe QB-net 3TO AocCTUraeTcsl 3a CUéT mapameTpoB cuctembl (L, E, Q), 13-3a uero BeKTOP
tpaduka T = (Cy, C, ..., Cy), B F0O0M B3ATbIi MOMEHT BPEMEHHU t, IMeeT SHTPOITHIO, He 3aBUCUMYHO
oT uHunuaropa cessu: H(Sender =s; | T) = H(Sender =s; | T,), Vs;, s; € S, Vt € {1, 2, ..., x}.
Takum 00pa3oM, KOIMUECTBO B3aWMHOW WHGOPMALUM MEXIYy JIFOOBIM OTIPaBUTEIEM U
HabJ1rolaeMbIM TpahUKOM O0CTaETCs paBHOM HYyJt0: I(Sender ; T) = H(Sender) — H(Sender | T) = 0,
UTO CBUZIETETHCTBYET TaKKe O COKPLITHMM CaMOTro ¢aKTa OTIIPaB/IeHUsI peabHbIX Co001eHui M.

KoppesnsitiuoHHbiii aHamn3. KauecTBO aHOHMMHOCTHU TIPU OTIPaB/eHWH COOOIeHUN MOKeT
M3MepAThCSl KOBapHUalLiel MeXXIy BXOJSAIIMM M UCXOMAIIMM TpaduKOM, Ha MpUMepe 3arpoca U
otBeTa. [TockonbKy QB-net cuctema UCI0/b3yeT ouepe/ib C epuozioM reHepaiuu At, To QyHKLUS
nepesiauu F OyzieT BeirisifieTs Kak: F(Input,) — Output,.a, Tie A = -t mod At, t - BpeMsi OTIIpaBJIeHMSsI.
Tak kKak ucxogsamumit Tpaduk Output SIBASIETCS JUILLIL U TOMBKO pe3ybTaToM ouepead Q, U MOXeT
ObITH TIOPOXKAEH TIPU OTCYTCTBUM Input Kak TakoBoro, T.e. P(Output | Input) = P(Output), To
Koppesisiiiust coObITUH cTaHOBUTCS paBHOW Hymo: Cov(Input, Output) = 0, 4TO TOBOPUT O
HEBO3MO>KHOCTH TPOBe/IeHHsI aTaK 10 BpeMeHH.

2.2. Hepoctatku QB-cereit

K coxanennto QB-ceT HenjieaibHbI U TakkKe 0071a/1af0T, CBOMCTBEHHBIMU CBOEMY KJIaccy,
npobsieMaMd U HeJOCTaTKaMW, psifi U3 KOTOPBIX TPUBOAUT K OrPaHUUEHHWIO TPUKJIAJHOTO
WCTIO/Ib30BaHUs, PYTOU Psifi IPUBOUT K MpoOsieMaM [JOCTYITHOCTH CEeTH:

1. JIuHeliHas Harpy3kKa Ha ceTb. B QB-ceTsx Kak[plli OTIIpaB/seT CO00IeHre BCEM C TOU
JIAIIb 1[eJIbI0, YTOOBI HEBO3MOKHO OBbLIO Cy3WUTh 00/1aCTh peabHOM KOMMYHHKAIMA YYaCTHUKOB
CUCTeMbl. AJTOPUTMOM MapLIPyTH3aLid CTaHOBUTCA cCJierasl (3a/JMBOYHAsI) MapLUpYTH3aLys
[7,c.398], BciencTBUe uero yBe/nMueHHe KOJIMYeCTBA Y3/I0B CKa3biBaeTcsi jvHedHO O(n) Ha
yBeJIMueHHe Harpy3Ku BCel CUCTeMBI,

2. IlpuBsizaHHOCTb K ouepénHocTh. Kaxkzapiii y3en B QB-ceTu Tak wiv vHaue 3aBs3aH Ha
coOCTBeHHOM ouepEAHOCTU co0bIeHn Q, T/ie KaXK/Iblii TIepro/] BpeMeHH paBHbIH t IM(PPOBaHHOE
coo0l1ijeHre OTIIPaB/sieTCs] B CeTb. JTO 3HAYUT, UTO TOBBICUTH MPOIYCKHYIO CIIOCOOHOCTH y371a
BO3MOXKHO JIMIIIb B TPEX ClLiEHApMsX, KaX/bl K3 KOTOPbIX Oy/eT NMPUBOAUTL K yBeIMUEHHIO
Harpy3kH Ha BCHO CeTb!

1. TIoBBICHUTB pa3mep TepejlaBaéMbIX OTKPBITBIX COOOIIeHUH my, my, ..., My,
2. TIOBBICUTH KOJTMUECTBO OTITPABJISIEMBIX IITM(MPTEKCTOB 3a Pa3 Cj, Co, ..., Cp « ' Q,
3. TIoHW3UTH MepUOo/] TeHePaI[Ui COODILEHHH ¢,

3. CBs3HOCTb aDOHEHTOB KOMMYHHUKaI[UK. QB-ceTy He TIperoarart0T aHOHUMHOCTH MEXY

y3/1aMH HeTlOCPe/ICTBEHHO YYaCTBYIOIMX B 00meHnH. CBsi3aHO 3TO B TIEPBYIO OUepeb C TeM, UTO
B QB-ceTsix OTCYTCTByeT Takoe TOHATHe Kak monmumopdusM uHbopmauuu [2, c.62], To ecThb
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cocTosiHie WH(OpPMAaIUY B CUCTeMe TIPH KOTOPOM e€ BHEITHWI B/ IIOCTOSTHHO MEHSIeTCsI OT y3/1a
K Y37y, KakK [Jil BHyTPeHHHX, TaK W /I BHEIIHUX HaOsmozareneil. Takoe CBOWMCTBO TO3BOJISIET
paspbiBaTh CBfI3b MeX/y OTIIpaBUTe/leM U MojyuaTesieM IOCPeZCTBOM IepefiaBaeMoro o0beKTa,
T.e. caMOi UH(OpMaLIH.

BC]'IE,[[CTBI/IE BCex BbILHEHpI/IBe,E[éHHLIX HeJOCTAaTKOB ob/1acThb TIpUMEHEHUSA QB-CETeﬁ
CTaHOBUTCs OoJtee OFpaHHHEHHOﬁZ

1. M3-3a nuHeiHOW Harpy3Kd Ha CeTb W TPUBSI3aHHOCTU K ouepéaHoctu QB-ceTu mioxo
MaciuTabupyroTcss U MOryT paboTaTh /Wil B MajbiX rpymnmnax Ao N ydacTtHUKOB. Ilpezen
KOJINYeCTBa yUaCTHUKOB OTPaHUYeH MPOITyCKHOM CTTOCOOHOCTBIO CaMOM CeTH, a TaK)Ke MOIITHOCThIO
y3/I0B TIOCTOSTHHO IMGPYIOIMX U PacIIM(POBLIBAIOIINX UCXOASIIMN / BXOAAIIMM TpaduK.
BcnencTBue 3TOoro HeJoCTaTKa peanu3alysi CTPUMUHTOBBIX CEPBHCOB U BH/IE0 / ayAMO 3BOHKOB
CTaHOBWTCS MO0 OUeHb 3aTPYAHUTELHOU 3a/jaueii, b0 BOBCe HEBBIMTOJHUMOM,

2. W3-3a cBA3HOCTH aOOHEHTOB KOMMYHHUKAI[UH OTPAHUUYMBAETCS Psifl IPUKJIQZHBIX PeIleHr
B KOTOPBIX Ba)KHa aHOHUMHOCTh Y3JI0B APYT K Apyry. BciencTBue 3Toro, mosiBasercss Haubosiee
peneBaHTHasi Kommo3uius QB-ceteii ¢ F2F-ceramu (friend-to-friend), rze ycraHoBieHue
KOMMYHUIMUPYIOIEH CBSI3UM MPOUCXO/UT ABYMSI aDOHEHTaMH CUCTEMBI, a He OJHUM H3. JTO He
pellaeT MpoOsieMy OTCYTCTBUSI AHOHMMHOCTH MEXK/y CBSI3bIBAEMBIMHM y3/1aMH, HO [IaéT
JIOTIO/THUTE/TBHYO 3all[UTy OT HEeCOr/IaCOBaHHOT'O aBTOMAaTUYeCKOrO CBSI3bIBaHUS U Oosee SIBHYIO
CBSI3b JIOBEPUTE/IbHBIX KOMMYHHUKAIUH, TTPe/IIOo/Iararolly0 UTo HU O/IUH U3 abOHEHTOB He Oyget
TMIBITaThCSA IeAaHOHUMU3HUPOBATh APYTOro.

Anroputm 2. ®unbTpanys coodujennii B F2F-ceTsx Ha si3bIKe MCeBI0KOA

BBO/]: mHoxcecmso Opys3eli F, omnpagumesb s, pyHKyus-obpabomuuk h, coobweHue m
BEIBO/]: obpabomaHHoe coobujeHue h(m) UJIU 3agepuwieHue aseopumma
if s € F){

return (* 3asepweHue anzopumma *)

}

return h(m) (* O6pabomka coobuwjeHus *)

2.3. AKTHBHBIe Ha0/IH0/[eHHs

V3 Bcero BBIIIEONMCAHHOTO paHee ObUIO Zi0Ka3aHO, uro (QB-3asaua HEBOCIIPUMMYMBA K
JOOBIM TIAaCCUBHBIM HaOJIOeHUsIM. JTO TOBOPUT O TOM, UTO JaHHas TpobjemMa TIpUHAJIEXUT
KJIacCy 3a/lay aHOHHMMHU3alliY C TeOpeTUUeCKol ZI0Ka3yeMOCThI0. B CBOIO ouepesib, TeopeTruyeckast
JI0Ka3yeMOCThb He sIBJISIeTCsl aOCOFOTHOM, T.K. CBOJUTCS JIMIIbL K PeIleHHt0 MPo0JieM TacCUBHBIX
HabJroieHnH, UTHOPUPYS 1 00X0/151 akTUBHBIe. Kak OyeT mokasaHo fanee, QB-3asaua He 06/1aziaeT
abCo/TIOTHON aHOHUMHOCTBIO, M MOXKET OBITh ysSI3BUMAa K KOHKPETHBIM aKTUBHBIM HaO/THOI€HUSIM.

[IpexnnonoxumMm, uto B QB-ceTn cyiecTByeT poJib peTpaHC/IATOpa, CKpbIBArolllasi CeTeBble
azipeca abonenToB (IP-agpeca) Apyr OT Jpyra MocpeACTBOM TiepeHarpaB/ieHus: Tpadyka, U Tpu
3TOM CyYIIeCTBYeT KOorlepalysi OZHOr0 M3 abOHeHTOB C ryiobanbHBIM HabmogateneM. B Takom
c/yvae, 3ajaua CBsisbiBaHUs [P  k; CTaHOBUTCSI TPUBHA/ILHOM, T.K. aDOHEHTY ZOCTaTOYHO OyzeT
TI0JIyUMTh OZHO MCTUHHOe coobierne m = Dyl(c) or cobecepHuka, a Janee o MoayyeHHOMY
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mmdpTekcty ¢ = Ei(m) rnobanbHbIN HaOMOaTe/Tb CMOXKET OTIPe/Ie/IUTh MEePBOe ero MosiBIeHue,
TeM CaMbIM /IeaHOHUMU3UPOBAB OTIPABUTE/ISI WM TOyuaTesisi (ero ceTeBOe MeCTOIO0JIOXKeHHe).
OTO TOBOPHUT O CUJILHOM CBSI3HOCTU aOOHEHTOB KOMMYHHMKALUH, U, KaK C/Ie/ICTBHE, 00 OTCYTCTBUU
AHOHHMMHOCTHU APYT K JIPYTY.

CuTyaliio MOXKHO YCJIOKHUTB [T Hab/tro/jaTesield Mpy MOMOIIM Ao0aBeHUs] KaHaIbHOTO
mMGpoBaHUsT MeXIy y3/71aMu, Kak 3T0 cjenaHo B Crowds [8]. B TakoMm ciiyuae rioGaibHbIi
HabJro1aTes b He CMOXKeT SIBHO CBsI3aTh OTITPABJ/IEHHOE U MOJTyueHHOe coo0IeHe, TOTOMY Kak OHO
Oy/ieT OCTOSIHHO MEeHSITb CBOU BUJI TIPU TiepeZiaue OT OAHOTO y371a K JPyTroMYy:

Ej3(m) — Ej(m) - Ej(m) - m

Bo BcsikoM cslydae, Takoe CBOMCTBO IUIOXO MCHOJHSIET (YHKLMIO pasrpaHUuYeHUs y3/10B
Mexay coboit K MapiipyTusupyolieid nadopmaiu m. Beineacreue storo, 3afauei rimobanbHOTO
HabmofaTenss CTaHOBUTCS B)XXMUBJIEHHE TIOJKOHTPOJIBHBIX Y3/I0B B CHCTEMY DSZOM C KaXIbIM
apyrum y3ioM. [Ipu Takom crjeHapuy HabJTroiaTe/Tb BHOBb CMOXKET JIETKO PelnTh 3a7auy IP « k;.

Onpepesenue 3. 3alaua AaHOHUMH3ALMK CUATAETCss abCOMIFOTHON®, eC/Id Haluuue Jir6oro
akTUBHOTO Habsmozarens Vo € O B cucreme X(S, R, O) HUKOUM 00pa3oM He B/IMSIET Ha KaUeCTBO
CKPBITHSI UCTUHHOM CBsI3U Mexay (s € S, r € R).

Ipyrum criocoboM peltieHds TIpoO/eMbl  SIB/ISIETCS TpHiaHue WHGOpPMAIMK CBOMCTBA
nosiumopdusma. [TonuMopdpusM B aHOHUMHBIX CETSIX yallle BCero JOCTUraeTCss MHOXKeCTBEHHbBIM
mmdpoBaHueM, re TpU Tepejaye OT OJHOTO y37a K J[APYyromy TIOCTelIeHHO CHUMAaKOTCs
HajloXKeHHbIe C/Iou ImMdpoBaHus, Kak Hampumep B Tor [9], I2P [10], Mixminion [11]. Takoe
CBOWCTBO TI03BOJISIET Pa3rPAaHUUMBATD CBSI3b aOOHEHTOB JIPYT K JIPYTY, TEM CaMbIM, aHOHUMU3UPYSI
HX:

Ei3(Ex2(Exi(m))) — Ekxao(Era(m)) - Egg(m) - m

TEXHI/IHECKI/I, B QB-CeTb MO>XHO BH€IPUTb MHOXX€CTBEHHOE€ HJH(i)pOBaHI/Ie, T.€. TIpUAaTh
I/IH(1)OpMaL[I/II/I CBOMCTBO HOJ]I/IMOpCl)I/IBMa, yTOOLI MMETh BO3MOXXHOCTH Adjiee pda3rpadHUUYMBATb
aOOHEHTOB KOMMYHHUKALIUU OPYT OT ApyTda, U, KdK C/1eJCTBHUe, NUCK/IFOUUTL dTdKy CBSA3bLIBaAHMUS. HO,
B TdKOM CJ/1y4ae:

1. YMeHBIIUTCSI CKOPOCTh Mepefiaur WH(OPMal1H, T.K. KaXK/[bIii MapLLIPyTU3HUPYIOIIUM y3e
Jo/bKeH Oy/leT coXpaHsThb TIOJTy4eHHOe UM paHee COOOIIeHre B CBOIO ouepe/ib,

2. YC/I0XXHUTCS CUCTeMa aHOHHMMHU3alliy B LIeJIOM, T.K. BMECTO OJJHOW 3a/jJaud aHOHUMU3aLli1
= QB OyeT UCTIOB30BATLCS YyKe KOMIO3uLMs 3aziau = QB + Onion,

> Ha laHHBIi MOMEHT BpeMeHH To/ibko DC-3ajaua, B CBOEM K/IaCCUUeCKOM OIpe/ie/IeHHH, CriocoOHa
obecrieunTh abOCOMIOTHYIO [JOKa3yemMocTh. OTK/IIOUEHWE WM 3aMefijieHue OJHOTO0 W3 YYACTHUKOB, CO
CTOPOHBI BHEIIIHETO aKTUBHOTO HA0J/TF0/IaTe 1sl, TPUBEZIET BCIO CETh B COCTOSTHUE O/I0KUPOBKU. OTMpaB/ieHne
OOJILITIOTO KOJIMYeCTBA TTAKeTOB, Oy/IeT MPUBOIUTH I K (POPMHUPOBAHUIO KOJUTU3WH 1 K COMTYTCTBYIOIIAM
DoS/DDoS aTtakaM, HO He K BBISIBJIEHHIO UCTOUHHKA CO00IeHus. OTIpaB/ieHHe MHOXKECTBA 3aIllpOCOB CO
CTOPOHBI BHYTPEHHETO0 AaKTHBHOIO HaO/IOZiaTeNis K OJHOMY W3 YUYaCTHUKOB CHUCTEMBI, C JA/JbHEHUIIINM
aHa/IM30M MOJIyUYeHHbIX OTBETOB, aHA/IOTUYHO HU K YeMY He TIPUBOJUT.
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3. Komrmosurmst 3agau = QB + Onion o6nazjaer psjoM TOHKOCTeH C 0Oosiee C/I0XKHBIMHU
aKTUBHBIMH HalO/moZieHusMu [2, ¢.159], HO BCé TakKe IeaHOHUMU3UPYIOIIUMU a0OHEHTOB CETH.

Teopema 2 [T2]. ITpu Hanuuuu B QB-net crcTeMe akTUBHOT'O BHyTpeHHero Hab/tozaress f;,
B po/M cobeceiHUKa y37/1a i, 33/laya aHOHMMM3alliu Bcerja Oy/leT CBOJUTHCS K COKPBITHIO CBSI3U
MeX/y JaHHbIMU abOHeHTaMy KOMMYHUKaLWK.

Joka3aTtenbcTBo T2. [Ipeanonoxum, uro QB-3aaua MoxeT ObITh orpeziesieHa (akTOM
CKPBITUST KOMMYHMKAIlUd TIPH HaJMYMKM aKTHMBHOTO BHYTpeHHero HaOmozaTens fi, B poiu
cobeceiHMKa y371a i. B TakoM ciydae, Mbl IPUXOANUM K TTPOTHBOPEUHIO, TIOTOMY KaK aTaKyIOIIHH f;,
NpY  OTMPAaBI€HUM WA TIOMyYeHHUHM COOOIeHnit OT cobecefHWKa i, arpuopu OyjeT 3HaTh
WH(OpPMALIMIO O TOM, UTO B KOHKPETHbBIE TIPOMEXKYTKH BPEMEHH ty, to, ..., t,, IPUCYTCTBOBa/I 0OMeH
OTKPBITBIMU TEKCTaMH My, My, ..., My, @ TTOTOMY ObUT HapyllleH caM (akT CKPbITHs KOMMYHUKAL[UU
cobecegHuka i. B pe3synbTare, 3ajjaua JeaHOHMMH3ALMM HauWHAaeT CBOAMUTHCS K TIOHCKY
KOHKPeTHOM CBA3M®, a He K Hanmmuuuio (pakTa CyLeCTBOBAHUS STOM CBS3M.

[Hanee, eciy npeAnosioKUTh CLieHapyul ataku Ha QB-ceTb mpu KOTOPOM B KpYTry Apy3eu
F={fi, f> ..., fn} yyacTHuKa i OyZeT CyllecTBOBaTb 3/I0yMBIIIIEHHUK f; B POIM AKTHUBHOIO
Habmogarenst CiocOGHOTO OTIPABJATE 3aMpOChl M TIO/TyYaTh OTBETHI OT i, TOTJa MOZEe/b aTakKu
OyzZeT CBOOUTBCA K aHa/lM3y COCTOSIHUS ouepeaud Q;. IIpearnosiokum janee, UTO yYaCTHUK i
BBICTaBW/I CTaTUYHBIM [epUO/, reHepalliy COOOLIeHUH paBHBIN ;. B Takom ciydae f; cMoxer B
oripejie/iéHHbIe WHTepBalbl BpeMeHW {t', 2t';, ..., nt';}, 3aBUCHMBble OT TepuUoAa BpeMeHU
t; = (kt';=kt;+x), 20e x € [0;t;), OTHPaBAATEL 3arpoC Ry, YUAaCTHUKY i C 1[e/IbI0 aHa/Iu3a BpeMeHU
otBeTa. EC/ii OTBeT, TO/TyueHHBIH 1oce 3arpoca Ry, Oy/eT reHepupoBaThCs B ivara3oHe dt;, 20e
d > 1, To 310 OyZeT o3HauaTh (akT peasbHOM KOMMYHHMKALIMM yUaCTHHKA i C KeM 100 B CeTHU B
MHOKecTBe mepuogioB D = {(1+k)t;, (2+k)t,, ..., (d-1+k)t;}, T.K. nist oTBeTa noTpeboBascst Gosee
yeM o/iuH riepuosi. Ecim ke d = 1, Torjja yuacTHUK i HU C KeM He KOOrepupoBaJl B iepuof, (1+k)t;.

Takum o06pa3oMm, BbIlLIEOTHMCaHHAsl aTaka CHM)KaeT KauecTBO aHOHMMHOCTU QB-certeli c
COKpBITUSI (haKTa aKTUBHOCTU [0 COKPHITMSI KOMMYHUKALIMOHHOM CBSI3U MeXXAy aboHeHTaMHu.
VHpIMU  ClIOBaMH, TIPM TAaKOM aKTUBHOM HaOJIIO[leHMM TeTiepb CTAaHOBUTCS BO3MOYKHBIM
oripejie/ieHHe COCTOSIHUSL CyObeKTa B JIMIIe OTITPABJIeHUs WM TIOTy4eHUs] UICTUHHBIX COOOIIeHnH,
HO JI0 CHX TOP OCTArOTCs IO/, BOIIPOCOM CJIeAyIOliieé MOMEHTHI:

1. C xakuM# y3/1amu 0011jasICst TPOC/TYIIIMBAEMbIN YUaCTHUK i B MHOXKeCTBe TIeprofioB D?
2. SIBnsncs 1y npocaylIMBaeMbll yUaCTHUK [ MHULIMATOPOM 3aIllpoCoB MpY MHOKecTBe D?
3. MoKeT /i1 yUaCTHUK | HAMEPEeHHO TeHepUPOBaTh JIOXKHbIE COOOIIEHHS B POJTH UICTUHHBIX ?

[Hanee, ecmu JOMyCTUTh CUTYyalUI0 TIPU KOTOpPOW y Kaxkzaoro y3ma i € {1, 2, ..., n}, He
OTHOCSIIerocsi K HabmojaTessim, B Ipy3bsix Oy1eT MpUCYTCTBOBaTh KAK MUHUMYM O/IMH aKTUBHBIM

6 [laHHOe yTBepsK/IeHHe He PaclpOCTPAaHAETCs Ha Jpyrve 3aJayd aHOHMMM3Ald C TeOPeTUYeCKOM
JoKaszyeMocThI0. Tak Hanpumep, faxe ecy B DC-3a71aue OyzieT CyIecTBOBaTh CBSI3b i  f;, TO OHa He OyzeT
NpUBOJWUTE K CHWXEHHWIO MOJEe/IM yIrpo3 CO CKPBITUA HWHHUIIUATOPA CBA3W OO0 COKPBITHUA CBA3U MEXAy
aboHeHTaMH KOMMyHHKaluu. CBsizaHO 3TO c TeM, uro B DC-3azlaye NpUCYTCTBYeT IOJUMOP(U3M
nH(bOpMal[M, KOTOPBI He M03BOJIsIeT HabmoaTensM, BKIIOYAIOIMMU B cebst cobeceJHMKA, OJHO3HAUHO
OIlpe/ie/INTh TOUKY OTIIpaB/I€HUS.
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Habsmoparens f; € {fi, f>, ..., fn}, TOTa IepBast 3a1aua MOXKeT OBbITH pellieHa TPUBUAIBHBIM 00pa3om,
NpYU YCJIOBUM, UTO aTakyrolje OyAyT HaXOAWTbCS B Koorepauuy, T.e. Vi, j, fi = f, a yuacTHUKU
OyZlyT WCIO/Tb30BaTh THI CBSI3U «3allpOC-OTBET». B TakoM cyiyuae Giv3Kasi K OJHOBPEMEHHOU
3arpy>KeHHOCTh ouepeau (d+x)t;, ede d > 1, x € {0, 1, 2} y HECKOJIbKUX YYaCTHUKOB CeTH i OyeT
CBUZIETE/TLCTBOBaTh 00 OrpaHWUeHWH T[epBOHAUATLHOIO MHOXKeCTBA HAOMIOZieHUsT 3a CUéT
pasziesieHts y3/10B i, j 110 3aro/IHeHHbIM Q; # & 1 nycThIiM Q; = & ouepejaMm.

PemieHue BTOpO# 3alauM MOXKeT 0a3MpoBaTbCS Ha YCJIOBUSIX TIepBOM, Korja Oyger
CyIIIeCTBOBaTb MHO>KECTBO aKTHMBHBIX W KOOIepUpYIoLMX Habsoparene f; € {fi, fo, ..., o}, @
YUaCTHUKH OyyT MCII0/Ib30BaTh TUII CBSI3U «3alPOC-OTBET». B TakoM ciydae, /71 TIOUCKa OTBETA
HabJroiaTesisiM MoTpeOyeTCsl BBISBIATL (PAKT Hauasia KOMMYHHKAIMU Y BceX y3oB i € {1, 2, ..., n}
TIOCPe/ICTBOM Tlepexo/ila COCTOSIHUSI Odepeld M3 IMYCTOrO B 3arosiHeHHoe: Q; =@ - Q; % J.
[TepBBIii y3€/d, OCYI[ECTBUBIIMM Takod Tiepexof, C Oosblileli BepOSTHOCTbIO CTAHOBHUTCS
WHULIMAaTOPOM 3aripoca.

PerieHue TpeTheil 3a/1auu sIBJISIETCSI HaMOo/iee TPYAOEMKUM C TOUKHM 3peHHsT Hab/rozarTere,
T.K. BO-TIEDBBIX, OHO CBSI3aHO C pelleHHeM 3a/laudl HepasInuuMOCTH LM(PPTEKCTOB Py, 4TO
SIBJISIETCSl BBIUMC/IUTENILHO TPY/AHOM 3a/laueli, BO-BTOPbIX, OTCYTCTBUE pellleHHs] TpeThel 3aJauu
YCJIO>KHSIET BbIsSIB/IeHHEe 3aKOHOMEPHOCTel TMepBbIX ABYX 3ajjad, MOCPeJCTBOM CKDBLITUSI TOUHOTO
COCTOSIHUSI ouepeZie y aDOHEeHTOB KOMMYHMKaluu «Q; = @?». X0Tb Takas 3a/laua U CBSI3bIBAET
cebst ¢ 3a/1laueli HEPA3TMUHUMOCTH, OHA el He TOXKJAeCTBeHHa, T.K. TIOMUMO Heé TIPUCYTCTBYET U
3a/laua CUCTeMaTUYHOCTH P(s). BeeicTBre 3TOro0, UToORI l0Ka3aTh He301acHOCTb TpeTheil 3afauy,
Heo0XO/JUMO CBeCTH eé CJIO’KHOCTB K 3aJjaue leaHoHUMu3aLuu Pg). Ho 3T0 HeBO3MOXXHO, T.K. OTBET
HabJTFoIaTe o0 caM ke ¥ CTaHOBUTCS TIPOLielypOi HapyllleHUst He3aBUCUMOCTH COOBITHS X B 3ajiaue
CHCTeMaTUYHOCTH. 3a CUéT 3TOro, Hab/rojaTesI MOTYT ObITh YBepeHbI, UTO B MOMEHT OTBeTa dt;
YUYaCTHUK i He MOT Tlapajiyie/IbkHO OTBeuaTh Ipyromy aboHeHTy. Takum 06pa3oM, TpeThs 3a/iaua He
criocobHa /laTh rapaHTH aHOHUMHOCTH W TOCPEACTBOM 0osiee AMTebHOTO HAaOMOeHUsT BCE
TaKKe MOJKeT MPOSIB/ISITH MaTTePHbI, CBONCTBEHHbIE PellleHH0 TIepBOi 3a/jaui.

[Tpo6seMy MOKHO pellMTh paciIMpeHreM KoyiuecTBa odepefied Q —{Qq, Qo ..., Qn} Ha
OJTHOM y371e C UX TIPUBSI3KOM K aboHeHTaM KOMMYHUKatmu i € {1, 2, ..., m}. TIpu 3TOM, KOTUUYECTBO
ouepefield 10O/DKHO OBITH aripyiopy 3alaHO CTAaTUYHBIM 3HaueHWeM N, YTOObI HEBO3MOKHO ObILIO
BLISIBUTH KOJIMUECTBO CBSI3aHHBIX [Ipy3eil m, T.e., KOJIMUYECTBO Apy3el m Bcerja [0/KHO UMeTh
CcpaBHeHHMe: m < n. B pe3ynbrare, paciivpeHue ouepefiedl TPUBEAET JUOO K TOBBIIIEHUIO
KOJIMUECTBA OTMPABJ/ISEMbIX IHUGPTEKCTOB 3a pa3: Ci, €2, ..., Cn «' Q1, Qo ..., Qn, mibO K
TIOBBIIIIEHHIO TIepHO/ia TeHeparvy HIM(PTEKCTOB: ¢; « ™ Q;. DTO, B CBOI uepén, OymeT SBIATbCS
rapaHTHel / Joka3aTe/bCTBOM TOT0, UTO aKTUBHBIN Hab/Tr0/1aTes b He CMO>KEeT TOBJIMSITh Ha Ouepeb
coo01rieHni Apyrux abOHEHTOB, T.K. BCe €ro /IeHCTBUS OyAyT MpUBsi3aHbl U OTPaHUYEHbI O/IHOU
HerepeceKarollleiics ouepe/ibio.

2.4. CpaBHeHHe C APpyrUMH 3aja4aMH

QB EI DC Onion Proxy
AGco/1I0THasA A0Ka3yeMoCTh - - + - -
TeopeTnueckas A0Ka3yeMoCThb + + + - -
HaxkonurenbHbIH 3¢ GeKT aHOHUMHOCTH - + - - -
IHonmumopdusm undopmanun - + + + -
BeposiTHOCTHasA MapuipyTHU3anus - + - +/- +/-
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ITepuoAUYHOCTH reHepaliu CO00IeHU +/- - + +/- +/-
He3aBucMMOCTh aHOHUMHOCTH OT CBsI3el + - - - -
IIpocroTa MacmrabupoBanus - - - + +
IIpocToTa MporpaMMHO# peau3anuu’ + - - +/- +
Craausa aHOHUMHOCTH 5A 6 n 4 umu 6 3
CeTb-TIpeiCTaBUTE/bS Hidden Lake - Herbivore Tor Crowds

Tabmua 1. CpaBHeHue 3a/1a4 aHOHUMHU3aI[UH

ITo cBouMm xapakrepuctukam QB-3azaua Hanbomnee 6m3ka k DC-3azaue uU3-3a C/IeAYIOMIMX
0CcO00EHHOCTe: TeOpeTHUeCKH JJoKasyeMasi aHOHUMHOCTb, TIePUOJUUHOCTh TeHepaLiy COO0IIeHHH,
NIPUHA/IJIE)KHOCTh K BTOPOMY BEKTOPY Pa3BUTHSI aHOHUMHbBIX KOMMYHHUKaLui [2, ¢.71], c/I0)KHOCTh
MacirrabupoBanus. Otmrunst QB ot DC-ceTeld, ¢ TIONMOKUTETBHOW TOUKH 3PEeHUs], TIPUCYTCTBYIOT
C/lefiyrolye: IepyuoiMUHOCTb FeHepalui MOKeT UMeTh JUHAMUUHYIO BeJIMUMHY, aHOHUMHOCTb He
3aBUCUT OT BBICTPDOEHHBIX CBSi3eld C JIDYTMMH Y4YaCTHUKaMH, Oosiee TpocTasi TpOrpaMMHast
peanu3auys. HeraTuBHOe oT/iMuMe onpejenisieTcsl OTCYyTCTBUEM IovMMop@du3mMa MH(OpMaLUd 1
oTCyTCTBHEeM abcomoTHOM [okasyemocTd. bosee neranbHoe U obirjee cpaBHeHMe QB-3azaum c
JAPYTMMHU 3a/ja4aMy aHOHMMM3aLUy KaK TeOpeTUYeCKUMHU, TaK U MPaKTUYeCKUMU I1pe/iCTaB/IeHO B
Tabauye 1.

KauectBO CKpBITHSA KauectBo J0Ka3zyemocTn
CKpBITHE CBSI3U MeXTy abOHeHTaMu [TpakTHueckas J0Ka3yeMOCThb
Onion, Proxy Onion, Proxy
CKpbITHE MHULIMATOPA CBA3U TeopeTnyeckasi JOKa3yeMOCTb
DC, EI QB, EI
CkpoITre ¢akTa CBsSI3U AbcosntoTHast J0Ka3yeMoCThb
QB DC

Tabsmna 2. CpaBHeHUe KauecTB 3a/jau aHOHUMU3al[uH

KauecTBO aHOHMMHOCTH HECKOJIbKUX 3a/lau MOXKET paCCMaTpUBAThCs B ABYX MJIOCKOCTSX: 1)
CO CTOPOHBbI KauecTBa CKPBITHS; 2) CO CTOPOHBI KauecTBa mAokasyemoctu (Tabauya 2). B

7 XapaKTepUCTHKa CJI0XKHOCTH MOXKET ObITh ONpe/eeHa KOJIMUYeCTBEHHLIM COOTHOIIEHHEM CYMMBbI
VCIEIIHBIX TTaCCUBHBIX / aKTUBHBIX HAOMIO/IeHUH K CyMMe HeoOXOAUMBIX MPOoLeAyp A/ TIPeZ0TBPaIlleHHs
OT TaKOBBIX HabsofieHWi. Ecmu cymMma Tporie/iyp omnpefiensieTcsi HeOOMbIIM YKC/IOM, TOT/ia MPOCTOTa
MPOTPaMMHON peanu3auyu OyJeT MUHUMaJTbHA, UTO, TeEM He MeHee, He TOBOPUT 00 UTOTOBOM 6e301acHOCTH
CeTH, T.K. Majioe KOJIMYEeCTBO TPOLIeYP MOXKET CBHIETETLCTBOBATh U 00 OTCYTCTBUM MPUHUMAEMBIX Mep
TIpY JIMKBU/IAI[UK YCTIENTHBIX HAaO/Mo/ieHni. B TakoM clydae, MPOCTOTa NPOTPaMMHON peasin3aliiid MOKeT
OBLITb He TOJIBKO CJIe/ICTBHEM BLICOKOM 6e30MmacHOCTH, HO U CJIeICTBUEM TIOHW)KEHHON MO/IeN yrpo3.

8 Certb-mipeficTaBuTe/Ib  HEOOS3aTeNBLHO [IO/DKEH HAC/IeNoBaTb BCe XapaKTEePUCTUKKA  3ajlaud
aHoHuMmHocTu. Tak Harmpumep, Herbivore, xoTh u mpeacrasisier coboit DC-ceTb, HO He SIB/ISETCS HU
abCoJTIOTHO [I0Ka3yeMOM, HU TeopeTHUecKd Aokasyemod. CBsizaHo 3To c TeM, uto Herbivore uuér Ha
KOMITPOMUCC MeX/y aHOHUMHOCTBIO U 3P (eKTUBHOCTHIO MCIIOIb30BaHKs, TIOHIKAsA, TeM CaMbIM, MO/
yrpo3. Cetb Hidden Lake HaripoTus, ipuep>xuBaeTcst KoHIeniuy QB-3aziauy B 10JIHOM Mepe, B TOM UHCIIe
U B Hacyleiuu Bcex eé HefocTaTKoB. CeTb Crowds ¥ BOBCe TOBBILLIAET MO/ie/lb YTPO3, Hacjiefyst He TOJTBKO
KJlacCUUecKyto Proxy-3aziauy, HO ¥ /100aB/Isisl aCMIEKT BEPOSITHOCTHOM MapIIpyTH3aLIWH.
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3aBUCHUMOCTH OT BbIOPAaHHOT'O MeTO/a JIMAWPYIOLeH 3azaueid MoXkeT ctath mbo QB, mibo DC.
Tak Harpumep, QB-3a/1aua XOTh U CKPbIBaeT caM (DakT CyI|eCTBOBaHUS KOMMYHHUKAIK, HO TIPH
ITOM OHa He SIBJ/ISIeTCsT aDCOTIOTHO [J0Ka3yeMoid. B coBepiiieHHO Apyroi miockocT HaxoauTcs DC-
3azlaya, KOTopasl, SIB/ISACH AaOCOIIOTHO [l0OKa3yeMol 3ajjaueil, BCE >ke He CKpbIBaeT (akT
CyILIIeCTBOBAHUSA CBs3MY,

3. ®ynkuusa mudpoBaHus

Kak Obl7io paHee moka3zaHo, QB-ceTu 3aBUCHMBI OT KauecTBa (yHKUUU E W Karoued Kk,r
mm@poBaHusi. KauecTBo kiitoueli MuUQpoBaHus orpe/iesisieTcs B epByto ouepeb kauectBom I'CHU
(reneparopom ciyuaiiHbix uucen) u/unu KCITICY (kpuntorpadvuyeckyd CTOWKUM TeHepaTOpOM
TICeBAOCTyUaliHbIX 4KcesT). AHa/M3 TaKOBBIX TeHepaTOPOB CJIOXKEH IO TPUUYMHEe pasHbIX Cpefl, B
KOTODPBIX OHH MCIIOJIHSIFOTCS, U CPEe/ICTB, KOTOpble OHU 3a/leHCTBYIOT B XO/le CBOEr0 BBITIOJTHEHUS
[6, c.190]. TTosTOMY HCXOAs1 M3 JIOTMKM abCTpardpoBaHusi Mbl Oy[ieM fanee TpearionaraTh, UTo
K/FOUM TeHepUPYIOTCS KaueCTBEHHbIM M 0Oe3omacHbIM 00pa3oM, (OKycHUpysiCb TeM CaMbIM
VICK/TFOUMTE/IbHO Ha JIOTHKe UCTIO/THeHUst (yHKLUY K(pPOoBaHusl.

E g privapubB)(m) = E"W(E" priva pubs)(M))

®yukuuys mmdposanus B cetr Hidden Lake cocTouT 13 AByX 3TanoB, KaXK/blii U3 KOTOPBIX
BBLINO/IHAET CBOKO TOYHO 3afaHHyr0 ponb. [lepBemi 31an  E'grivapuss) CBOAWUTCA K
Herocpe/iCTBEHHOMY ¥ TIepBUYHOMY IIM(PPOBAHKIO JaHHBIX C LIe/IbI0 UX COKPBITHS OT TOCTOPOHHUX
JIAL], UCTIOJB3Ysl [/l 3TOTO TUOPUAHYIO CXeMy IH(POBaHUsS (aCUMMeTpUYHasi + CUMMeTpUYHast
kpunrorpadus) [2,c.125]. Bropoir 3tan E'"y CBOAWUTCA K pasfe/IeHHI0 HEeCKOIbKUX CeTel
MOCpe/ICTBOM MPHUMeHeHHUsI pa3HbIX Katouel mmrdppoBaHus (CeTeBbIX K/ItOuei).

3.1. IlepBbIii 3Tan miM(ppoBaHUSA

E'rivapubs) () = (Epuss(k) || Ex(H(pubA) || s [| m" || h || Spriva(h)),
h = Hyacs)(pubA || pubB || m'), m' = f(m), k' = [RNG], s = [RNG],

20e k' - ceaHCOBbIM K/IOU MIM(GPOBaHWS, PAaCCUMTAaHHBIM Ha OJHO cooOIleHue, S -
Kpurrorpaduueckasi CoJib, paCCUMTaHHasl Ha OJHO COOOIIieHre, m - OTKPBITOe coodIieHune, pubA,
pubB - myOMUHbBIe KTFOUM YYaCTHUKOB A, B COOTBETCTBEHHO, privA - IPUBATHBIN KJTFOU YYaCTHUKA
A, h - pe3ynbTar XemmpoBaHus, S - QyHKIUS MognHrcaHs, [ - QyHKUMS JOTIOHEHHsT COOOIIeH s
[0 KOHCTaHTHOW BermuuuHbl, H — ¢yHKUMs xewmupoBaHus, Hyac — OGYHKUYS BbIUKCIEHUS
MMUTOBCTABKM Ha Oa3e xem-pyHkiuu H. B 3Tol cxeMe mpe/iosiaraeTcs, uto A - eCTb OTIIpaBUTe b
vH(opmalui m, B - ecTb TofyyaTesb JaHHOW HMH(opMauuu. be3omacHOCTh AaHHOW (PYHKI[UU
3aBUCUT HETIOCPeZCTBEHHO OT MybaMyHOoro Kiroua mmdpoBaHus pubB, koTopbiM mmm¢pyeTcs

9 KauecTBO aHOHMMHOCTH TOW W/IM WHOW 3a/laud TaKKe MOXKeT PacCMaTpPUBAThCS CO CTOPOHBI
TIPOCTOTHI / IETKOCTH TIepexozia MexXAy Omm3nexadmumy coctosHusiMU. Texandeckd, DC-3azaqa MOXKeT
00s1aiaTh CKpBITHEM (DaKTa CBsI3M (XOTh U He W/lealbHbIM), €CJTH BepOATHOCTh BO3SHUKHOBEHHS KOJITM3UH
OyzeT rpeHeOpeKMMO MaJla, a Camo LIUQPOBaHUe CTAaHeT CKBO3HBIM. B 3T0 ke Bpemst QB-3aiaua He MOXKeT
JOCTUYb YPOBHS aDCOMIOTHOM /10Ka3yeMOCTH, T.K. He CTIOCOOHa BBIIEPKATh PsiZia aKTUBHBIX HAOJIIOI€HUH.
Takum 06pa3oM, KauecTBO aHOHUMHOCTH DC-3a/1aum, B CyMMe, CIIOCOOHO MPEeBRbINIaTh KauecTBo QB-3aaun.
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TIOC/IeIYOIIHI CceaHCOBBIN Kitou k', oT KauectBa ['CU / KCI'TICU KoTophIM ObUT CTeHEpUPOBaH k',
¥ Takke OT Ge30macHOCTU caMux QyHKLM mudpoBanus Ep,pp, E.

[aHHasi cxema MHTepecHa TeM, UTO OHa CKpbIBaeT BCIO HMH(oOpMaiuio B IM(POBaHHOU
000/10uKe, HETO3BOJISIIONIel OCYIIeCTBASATh aTakKu Ha UAEHTU(PUKALUIO OTIIPaBUTENsT WU
nonyyatens. Tak Hanpumep, eciu Obl Xew-3HaueHue h ¥ noAnuck Spriva(h) He HaxopumMch B
nmmdpoBaHHoM 0s10Ke Ey, Tor/1a Obl1a OB BO3MOJKHA aTaka aHa/iu3a MG POBAHHBIX COOBITEHHH 110
y>Ke HMMeIeMycsl CIHMCKY NyO/JnuHbIX Karoued {pub;, pub,, ..., pub,}, TIpOBepsIIOIUX HX
ayTeHTUYHOCTb Vpubi(Spriva(h)) = h. Janee, eci 6b11a 661 U3BeCTHa Kpunrorpaguyeckas Coib S U
Xelll-3HaueHWe h, TO MOXXHO ObUIO OBl COCTaBUTH TabiMily HaubO/iee YaCTO BCTPEUAIOIIMXCS
coobrrenutt {my, my, ..., My} C pa3TMUHBIMA KOMOWHAIIMSIMU YUYaCTHHUKOB i, j U3 MHOXKECTBa BCEX
y310B cetd N 1o paBeHCTBY Hyacs)(pubi, pubj, f(my)) = h.

[Tnroc K 3TOMy, ZlaHHAsi CXeMa SIB/ISIeTCSl CaMO/I0CTaTOuHOM [2, ¢.121] Ha ceTeBOM ypOBHe
pabotel QB-ceTeli B KOHTEKCTe 3aJMBOYHON MapIIPyTH3al[uM, TIOTOMY KaK TI103BOJISIeT
obecrieunBaTh WJeHTU(UKALMIO CYOBEKTOB JMIIbL M TOMBKO TPU TIOMOIIM aCHUMMeTPUUHOU
kpunrorpadguu. OripefielUTh OTIIPaBUTe/ISI COOOIEHUs] CTAaHOBUTCS BO3MOKHBIM TIOCPeZICTBOM
KOPPEeKTHOTO paciindpoBaHus, T.e. TIPU YCIOBUH, KOT/Ia MoJiyuaTesib IIM(pPOBAHHOTO COOOIIeHUS
pacrosaraeT Hy>KHbIM TIPUBATHBIM K/TFOUOM.

OTar npejronaraet, 4Yto coo0IieHue f(im) UMeeT CTaTUUHYIO BeMUWHY. IHBIMH C/l0BaMH,
IPY KaXJ0M BbI30Be (YHKIMU WHUGPOBAHUA E'(privapubp), A1 BCEX m;, m; U3 {mj, my, ..., My}
cobstoziaeTcst JyiMHa coobuleHust L ot dyHkuuu [, takas uro [ = I(f(m;) = I(f(m)) = L. Oto
CTaHOBUTCSI BO3MOXKHBIM 3a CUET TMpoLeAypbl TpernpolieccuHra f, orpaHWYMBaroLle [UHY
BXO/IHOTO COO0OIIIeHHsI BeTMUMHOM L, ¥ AOTOHSOLel AJTMHY BXOAHOTO coobiienus o L. Lenbto
TaKOW TPOLelypbl CTAHOBUTCS 3alljUTa OT aTak IO aHa/lM3y pa3Mepa COOOIIeHUH, IMPU KOTOPBIX
MOJKET BBISIB/IATHCSI CTPYKTypa TepesiaBaeMoro coobirieHusi. Haripymep, 3ampockl yaiiie BCEro 10
pa3Mepy MeHbllle UeM OTBeThI, Tlepe/laBaeMble BH/€0 WM ayAuo -(aiibl yacTo 10 pasmepy
Oosbliie, yeM OOBIYHBIE TEKCTOBBIE COOOILEHHS], CUCTeMHbBIE / aBTOMAaTUUYeCKHe 3alpOChl MEHbIIIe
TI0 pa3Mepy, UeM BPYUHYHO BbITIOJIHEHHbIe U T.7 [12].

[pearonaraeTcsi TakXke, UTO y TIOTydaTessl IHUPPTEKCTa CYIIeCTBYET CITMCOK IMyOIMYHBIX
K/IIOUel U ux xellel B opmate cnoBaps, T.e. H(pub;) « pub;. Ilpu ycnemHom pacimm@poBaHum
T0/Ib30BaTeb TMoJiyyaeT TrepefiaHHoe 3HaueHre H(pubA), rocsie yero reiTaeTcsi COOTHECTH ero C
UMerIUMcsT TyOMMYHbBIM K/TtouoM B cyioBape. Eciu my6nuuHoro kitoua pubA B ciioBape He
HaXOJUTCS, TOTAa cooOlleHue UrHopupyetcsi. MHaue Gepércsi myOMMUHBINA KIHOU OTTIPABUTEIS
pubA, cobcTBeHHBINM TTyO/IMUHbIN KTtou pubB, KpunTorpaduueckasi Coyib S, COO0L[eHre m' U UMH
NIPOBepsieTCs1 KOPPEKTHOCTh MOTyYeHHOU Xell-CyMMbl h = Hyacgs)(pubA || pubB || m'). Ecii cymma
HeBepHa, Torjja coo0ijeHre urHopupyercs. MHade o mybmmuHoMy Kimouy pubA v TomydeHHOMY
3HaueHur0 Spriya(h) HauMHaeTCs NpoBepKa KOPPeKTHOCTH Ludposoi noamucu. Ecim nopmuce
BaJIM/[Ha, TOrza cooliieHe m' qekogupyercs f1(m') » m v npuHuMaeTcs. B mpoTuBHOM cityuae,
coo011ieHrie UTHOPUPYeTCSl.

OpHoBpeMeHHO C 0CO0EHHOCTBbIO CKpBITHS WHGoOpMalMyd B IIM(pPOBAHHOW 000/0UKe,
BO3HHMKaeT U IpobsiemMa MPOBePKU KOPPEKTHOCTU COZEPXKUMOT0 HMIM(PTEKCTa, T.K. Xelll-3HaueHue
Y TIOANWCh BHYTPeHHe WHKANCy/IupoBaHbl. [lisi TOro, uToObI YCIENIHO TIPOBATUANPOBATh
mmdpoBaHHOe  cooOIleHHe, HeoOXOAWMO TIPOM3BECTH [IOTIOIHUTE/ILHO /IBe  OTepaluu
pacidpoBaHus — TPUBAaTHBIM U CEAHCOBLIM KJIHOUOM, UTO SIBJISIETCS peCypco3aTpaTHBIM
JieiicTBreM, MperMYyI1L{eCTBEeHHO K3-3a UCTI0/Ib30BaHUsI aCHMMETPUUHOTO arOpUTMa.
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3.2. Bropoii sTan mu¢poBaHUus

E"(m) = Ex(p(h) || h || m),
h = Hyacay(m),

ede k - K/t0u ceTH, p - GYHKLUS 0Ka3aTenbCTBa paboThl, h - pe3ysbTaT XelrpoBaHus, m -
OTKpbITOe coobijeHre. DyHkius npugepxuBaetcs MtE mogxoza (MAC-then-Encrypt), rze
cHauasa Berunciisiercsi MAC (Message Authentication Code), a fasiee coobiijeHHe m, TTO/TyUeHHBIH
Ko/ h u fokasatenbcTBo p(h) mmdpyroTes hyHKLMel Ey.

[aHHbIM 3Tan MMUQPOBaHUS BBITIOIHSET OJHY 3aJad — pasrpaHWuYMBaTh pa3Hble CETH 10
KJIF04y CeTh Kk, uToObl WX Hesb3s ObLIO CIWTH B OAHY OOINyI0 cHUCTeMy. OTO [JOCTHUTAeTCs
TIPEUMYIIIECTBEHHO 3a CUéT (DYHKIIMHU Zl0Ka3aTebCTBA PabOTHI p, T.K. U3-3a Heé CTaHOBUTCS Oosiee
3aTpaTHbIM Nepelr(ppoBbIBaTh BeCh TPAQUK HanpaB/eHHbIA U3 OJHOW CeTH C K/IIOUOM K; B IPYTYIO
CeThb C KIrouoM ko,

DyHKIMSA JOKa3aTeJbCTBa paboThl p onpesensercs anroputMom proof-of-work (PoW) [13],
e [l KOHKPETHOTO Xelll-3HaueHust h HeobX0MMO HalTH Takoe YMC/IO i, UTOObI pe3ynbTat h; =
H(h || i) npepactapisin coboit OUTOBBIM BEKTOP C Orpezie/IEHHO 3aZIaHHBIM N-bIM KOJTUUECTBOM HYyJIei
B KauecTBe rpedukca, mpumep 00000000(n)...11001010. Uncio n UMeHYeTCs CJIO)KHOCTBIO PabOTHI.

CTouT TakXe 3aMeTHTbh, UTO K/Ir0U IM(poBaHUsT k MOXKeT OBbITb OTKPBITBIM IapamMeTpoM,
€C/IU  OTCYTCTBYeT HeoOXOAWMOCTh B (DOPMUDOBaHMM KOHKDETHOW TPYMIbl Y3/I0B C OOIIMM
cekpeToM. B TakoMm ciiyuae, ceTeBO# K/IFOU k CTAHOBUTCS TTPOCTO 0OOIIIeM3BeCTHONM HACTPOUKOM /ISt
pasrpaHUyYeHUst CeTeu.

IMoaxon Encrypt-then-MAC (EtM) He ripumeHsieTcsl B cxeMe IU(poBaHUsSI BTOPOT'O 3Taria o
JIBYM TPUUYNHAM:

1. Wcrnionb3yeTcst OAWH KJItou K /i7is 1M(poBaHus U ayTeHTU(hHKAL[MM BMECTO [IBYX K/Itoueid
ki, ko nnst aTUX 3agau. Eciv npuMeHUTh B 3TOM cutyaruu noaxof EtM, Tora Ha OAWH U TOT e
K/Ttou k OyZieT OTKPBITO /IBa BeKTOpa Harla/leHHsl, BMECTO OJHOr0. DTy TIp0o0/ieMy MOKHO ObIIO ObI
PeINTb TPU TOMOIM ucrosb3oBaHuss KDF (yHKium dbopmupoBaHus Kitouei), KoTopasi Obl
TO3BO/IM/Ia U3 OJIHOTO K/TF0Ua CO3/1aTh HECKOJIBKO. TeM He MeHee 3TO YC/IOKHHUT OOIIyI0 CXeMy
U(POBaHUs, a TaK’Ke OTKPOET JJOTIO/THUTe/TbHbIM BeKTop HamnazieHus Ha camy KDF,

2. YuuTbIBaeTCs MPUHLMI XOPTOHA: «ayTeHTU(PULIMPOBATh HY>KHO He TO, UTO CKa3aHo, a To,
yTO UMeeTcs B BUAY» [6, ¢.130]. [Tpu ycrnemiHoi atake Ha yHKIMIO Bhiurcienuss MAC B noaxoze
EtM, n1bo npu HeTpaBUIBHOM pacmipe/ielieH|H Kimtouei k;, k; MOJKeT BO3HUKHYTh CUTYaLUsl KOr/ia
ayTeHTH(UKALHs Oy/ieT BbIJABaTh MOJIOKUATE/TBHBIM pe3y/bTaT Ha MM(pPOBaHHOe CO00IIeHne, HO
cama mporeaypa pacimdpoBanus OyzeT HeKoppeKTHOW. Eciy coobiieHne mpescTaBisieT co0oi
XaOTUYHBINA HAOOp OMTOB, TO MBI HUKOT/]a He Y3HAeM ero UCTUHHOCTb.

Y noaxoga MtE 6e3yC/I0BHO CyIIeCTBYeT HeJOCTaTOK B TOM, UTO Iepe]| TeM Kak IIPOBEPUTh
1[eJIOCTHOCTb U ayTeHTUUHOCTh MH(popMaluu Heobxoqumo eé pacumdposars. Y noaxoga EtM
Takoil mpobemMsbl HeT. BesiesicTBHe 3TOr0 66T TaKXKe ChOPMUPOBAH MPUHLIUI KpUNTOrpadrueckoi
obpeueHHOCTH Map/MHCTIAMKOM, KOTOPBIMA TJIACUT: «eC/U Bbl BBIHYK/I€HBI BBITIOTHUTE JIOOYIO
KpUITOrpaguecKyro oreparjiio 0 MpOBepKH MMUTOBCTABKH IOJyYEHHOT'O COOOIIeHHs, TO 3TO
TaK WIM MHaue, HO Hen30eXXHO TIpUBeJeT K POKOBOMY KOHIy» [14, c.93]. [aHHBINA NpUHLIUI
TIPOTHBOTIOCTAB/ISIETCS] TIPUHLUMITY XOPTOHA, KOTAA Pedb 3aXOAWUT O BbIOOpE OHOTO M3 [BYX
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nogxoznoB: MtE umu EtM. Tem He meHee BbiOop MtE 00yc/iOB/ieH eljé ¥ TeM, UTO TIPUHIUTI
Kpunrorpaguueckoli 0OpeUeHHOCTH HApyIIaeTCsl TaKKe Ha MOMEHTe TepBOro, W Kyza Oosee
3aTpaTHOrO, Tara MmudpoBaHusl.

4. CeTeBoe B3aUMO/IeliICTBHE

Hanvune QB-3aziaum mpe/rosiaraet, uTo Kaxkioe OTIpaB/iseMoe coobiljeHre B ceTH OyzeT
JOCTUraTh Bcex eé y4acTHMKOB. IIpy 3TOM B Takol 3aZiaue HUYEro He TOBOPUTCS O TOM, Kak
coobijeHne OyneT AoCTUraTh y3/10B NPU OTCYTCTBUU CBSI3M «BCE-KO-BCEM», KaKOW ITPOTOKOJI
niepesiaud JJaHHBIX OyZieT MCIO/b30BaThCs, KaK JO/DKHBI PaboTaTh MPUK/IAJHbIE TIPUTIOKEHUS B
TaKOM MOJieJH, KaK JielleHTpaM30BaHHas CTpyKTypa Oyzer o6xogute NAT B cetu VIHTepHeT U T.11.
Bce 3T BoTpoch! TPeOYIOT [OMOMHUTENBHOTO TIOSICHEHUsS] MCXO/s U3 KOHKDETHOW peasr3alu
CeTeBOr0 B3aUMO/IeUCTBUSI.

4.1. MuKpocepBHCHas apXUTeKTypa

Anonnmnas cets HIdden Lake, xak npunoxkenue'®, npezgcrasiser co6oit Habop CepBUCOB,
KaK/IbI M3 KOTOPBIX BBITIOJIHSET CBOIO KOHKPEeTHYIO 3ajauy [15]. Bbibop MHMKpOCepBHCHOM
apXUTeKTYypPhl, B IPOTHBOBEC MOHOJIUTHOM, OBIT CZie/IaH C yUETOM CJIeIVIOIINUX aClleKTOB:

1. MuKpocepBHCHasl apxXUTeKTypa T03BOJIsIeT YIIPOCTUTh U [ielleHTPaM30BaTh pa3paboTKy
NIPUK/IaJHbIX CEepPBHUCOB, Oslarofjapsi uemMy CTAHOBUTCS BO3MOXKHBIM TIPUMEHEeHHe Ppa3TdYHbIX
S3bIKOB TIPOTPaMMUPOBAHKS ¥ TEXHOJIOTHH TTPY pean3alii COOCTBeHHBIX TIPUIIOKEHNH,

2. MukpocepBUCHass apXWTeKTypa MO3BOJISIET pa3fensiTh OTBETCTBEHHOCTb CEPBUCOB K
obpabaTbiBaeMOU WM XpaHWUMOUM WHGboOpMaruy, Oiarojapss yeMy TIpU YCIOXXKHEHHUU CHUCTEMBI,
KOPPEJISIL[Us CaMOr0 yCJIO)KHeHUsI OyieT MUHUMA/bHO PaclpOCTPaHsAThCS Ha CEPBUCHI,

3. MUKpOCepPBUCHAsI apXUTEKTypa IMO3BOJISIET A00aB/sATh HOBble (PYHKIUH, PeJAaKTHPOBATh
WX WIH yJa/ATh BOBCe 6e3 HeoOX0AUMMOCTH MIepEeKOMITUISILIN U TTepe3arpy3Ku BCeX CepPBHUCOB, UTO
MO>XKET TOJIO’KUTE/IbHO CKa3aThCsl KaK Ha TECTUPOBAHUM, TakK U Ha OTKa30yCTOWUYMBOCTH.

Anpom cetu Hidden Lake siBnsiercss cepuc HLK (kernel), KoTopbili HerocpeiCcTBEHHO
ucnonssiet QB-3aauy u Bce PpyHKIMM MdpoBaHus / paciuMppoBaHusi COOTBeTCTBEHHO. [ToMuMo
npunoxkenrss HLK, B npoekte Hidden Lake Takxe cyilecTByeT psif NPUK/IaJHbIX CEPBUCOB U
agantepoB. B pesynbrate sroro, cetb Hidden Lake MOXHO TIPeCTaBUTh Kak KOMIIO3WLIMIO!!
HECKOJIbKUX CePBHUCOB.

HLK =D + QB'net [ E(k,privA,pubB)(m) = E"k(E'(privA,pubB)(m)) ] + HLA:http:

10 PertosuTopuii anoruMHo# cetn Hidden Lake: https://github.com/number571/hidden-lake.

11 CumBon “+” (cokeHue) onpezensieT KOMIO3ULIMIO (QYHKLUI B Ipejiesiax OHOrO TPUIIOKEHHs, B
TO BpeMs Kak CHMBOJ “X” (yMHOXeHWe) YCTaHaBJIMBAaeT KOMIIO3UIMI (QYHKIUNA TOCPeACTBOM
WCTIO/Tb30BaHUsl HECKObKUX MpuioxkeHnd. CuMBon “IT” oObe[UHSIET TIPUIOKEHUS CO CXOXKEH JIOTMKOH
(bYHKIIMOHUDOBAaHUS B OZAHY OOIYI0 KOMITO3UI[MOHHYIO rpymmy. Ilpy m =0 — u(m) = 0, HLA=http
CTAaHOBUTCS PaBeH e[UHHIIe, UTO MPUBOAUT K CiieAyromemy paBeHCTBY: Hidden-Lake = IT"-;HLS=<app;>
x HLK x 1 = II";-;HLS=<app;> * HLK.
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Hidden-Lake = (IT".-; HLS;) x HLK x (HLA=http)"™ x (IT";-; HLA)),

20e HLS - MHOXXeCTBO TIPUK/IaJHbIX cepBUCOB, HLA - MHO)XeCTBO CeTeBbIX afjanTepoB, D —
JIOCTaBI[UK OTKPBITBIX COOOIIIeHWM K TNPHUK/IaAHbIM cepBucaMm, HLA=http — ceTeBo# azanrtep Ha
6a3se nportokosa HTTP, u(m) = [(m-1)/(m+2)], uto sKkBUBaseHTHO BeIpaxkeHuto: (1 if m > 1 else 0),
npu m € {0} |J N. Agantep HLA=http nmMeeT ABOSIKYIO CYIIHOCTh B JiHLe: 1) BCTPaUBaeMOro
(BHYTpeHHero) NpW/IOXKEeHMs; 2) OT[enbHOro (BHELIHero) MpwioXkeHus. B mepBom ciyuae,
HLA=http ects yacte 6a30Boro rnpuioxenus (Hampumep, HLK wm HLA=<proto>), dbyHKIMs
KOTOPOTO CBOJUTCS K YCTaHOB/IEHHMIO KOMMYHHUKALUM MEXJy HeCKOJIbKUMHU CepBUCaMH,
rocpe/iCTBOM HcIo/ib30BaHus ripotokosia HTTP. Bo Bropom ciyuae, HLA=http ecTb oTAe/nbHOe
nipuoxeHye (cepBuC), QYHKIMSI KOTOPOTO CBOAWTCSI K CBSI3bIBaHUIO (000OIEHUI0) HECKOTBKUX
CeTeBbIX a/IalTepPOB T10/] OJWH O0IIHiA UHTEePdeIC.

HLK HLA=<proto> HLA=<proto> HLK

HTTP

1{
HLA=http HLA=http “profo?

A

HLA=http |[€—>|HLA=http

Y

T
=
o

Pucynok 3. B3aumogeticteue aByx y3noB HLK nocpeacrsom HLA=http u HLA=<proto>

[1pu OTCYTCTBUM NPUKIaJHBIX PUIOXKEHNH, a TaK)Ke CeTeBbIX aJjanTepoB (3a UCK/I0YeHneM
HLA=http), cerb Hidden Lake cranoButcs paBHo# cepBucy HLK: Hidden-Lake = HLK. 310 ecThb
MHWHHMaJ/TbHasl XapaKTepUCTHKa, py Kotopoi HL emé ocraércs coboit. I1pu yaaneHnu xe cepBuca
HLK, cucrema nepecraét sBnstbcsi Hidden Lake ceTbto, T.K. /MiliaeTcsi CBOero sijipa, Aake Mpu
CYILIeCTBOBaHWY MPUKJIA/IHBIX CEPBUCOB U CETEBBIX aZlarTepoB.

Anroputm 3. O6paboTka 3anpocoB B HLK npuioxeHru Ha si3bIKe ICeBOKOAA

BBO/]: 3anpoc req, omnpasumesb s, omobpasceHue cepgucos M, ¢pyHkyus-¢purbmp H

BBIBO/I: omeem rsp UJIN 3asepwenue aszopumma

host, method, path, head, body — req (* IlonyueHue 3anpoca *)

if (host & M) { (* Cepsuc He Haliden 6 omobpadiceHuu *)
return (* 3asepweHue ancopumma *)

}

intReq — M(host), method, path, (head || s), body (* OboeawjeHue 3anpoca *)

intRsp — do(intReq) (* 3anpoc k cepsucy *)

if (noResponse(intRsp)) { (* Omeem He nonyuex UJIM1 Omeem He mpebyemcs *)
return (* 3asepweHue anzopumma *)

}

status, head, body  intRsp (* IlonyueHue omgema *)

rsp — status, H(head), body (* @uabmpayusi omeema *)

return rsp (* OmnpaeneHue omgema *)
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BcnenctBue Bcero BoilieornvcanHoro peanusaiius cetd Hidden Lake moskeT mpejcTaBasiTh
TPU Pa3/IMYHbIX peXXKUMa KOMMYHHUKALIUW: KITaCCUUeCKUH, a/larTal[MOHHbIN U MYJIbTUTUTUKAaTUBHBIM.

1. Tlog KMaccMUeCKUM peXUMOM KOMMYHHUKAIL[MKM TIOHUMAIOTCS CoeJuHeHWs Ha 0a3ze
crangaptHoro HTTP aganitepa, uMrisieMeHTUPOBAaHHOTO HerocpecTBeHHO B HLK mipuiokenue.
[aHHBIM pe)XuM TipejrionaraeT, U4To y3/bl WM peTpaHcasTopbl (Ha 6a3e HLA=http) 3apanee
BBICTaB/ISIFOT CTMMCOK BO3MOXKHBIX COe/JMHEHWM, UTOObI Jjajiee MMeTh BO3MOKHOCTh HE TOJIBKO
TIPUHUMATb, HO M YCIIeIIHO OTIIPaB/siTh COOOIeHNs, TeM CaMbiM ()OPMUPYs AYTUIEKCHYIO CBSI3b.
PexkomeHpyeTcsi TIpUMEHSTh B CHUTyalUsiX, Korga ucrosb3oBanve HTTP-mipoTokosa sBjsieTcs
JIOCTaTOYHBIM YCJIOBHEM, a CeTeBble aJjpeca YYaCTHUKOB SBJISIFOTCS JOCTYITHBIMU, CTaTUYHBIMU U
3apaHee W3BeCTHLIMU (BHECEHHBIMU B CITUCOK COeZIMHEHUH),

- 1 1 1
, Alice , . Bob ,
1 ] 1 1
1 ] 1 1
f HLK T T HLK f
1 1 1 1
1 1 HTTP 1 1
1 1 1 1
: 1 L 1 :
A N s TN R S N s HE Y
1 1 1 1
1 1 1 1
1 1 1 1
1 | HLS; | | HLS, . HLS, 1 1 HLS; | | HLS, HLS, | 1
1 1 1 1
1 1 1 1
1 1 1 1

PucyHok 4. Knaccuyeckuil pe>xum:
Hidden-Lake = (IT";=; HLS;) x HLK

2. Tlog aganTaljMOHHBIM PEXUMOM KOMMYHHUKAl[UM TIOHMMAlOTCS COeJMHeHHsi Ha Oase
MPOTOKOJ1a (MM TIaTGOPMbI CBSI3W) OTIMUHOTO OT ctaHgapTHoro HTTP apanrepa. Takoli pexxum
KOMMYHHUKAL[MM TI03BOJIIeT OTZE/SATh peanu3alii0 OT KOHKDETHOW MCIO/Ib3yeMON TeXHOJOTHMU
(HTTP nipoTokosa), u fajiee pUciocabmBaTh €€ K MHOXKeCTBY Apyrux npotokosios (TCP, UDP,
QUIC u T1.n.) unu 1iaTdhopMm CBs3u (COLMa/bHBIE CeTH, MeCCeH/pKepbl, (OpPyMbl U T.A.).
PekoMeH/yeTcsl IPUMEHSITh B CUTYaLMsX, KOTJ@a Y KOMMYHHKALIMOHHOW CHUCTeMbl MPUCYTCTBYET
psii OrpaHUYeHHH, Kak HarpyuMmep, HEBO3MOKHOCTb YCTAaHOBKU CTaTMYHBIX CETeBBbIX aZipecos,
CTMIMCOK YUYaCTHUKOB CETH 3apaHee He MOXXeT ObITh HW3BeCTeH, npumMeHeHue Oa3zoBoro HTTP
MIPOTOKOJIa HEBO3MOXKHO B BLIODAHHOW KOMMYHUKAI[MOHHOMW Cpejie U T.7.,

1 Alice i : Bob ,
1 1 1 1
1 1 1 1
1 HLK [ HLA=<proto> T T HLA=<proto> H HLK 1
! | <proto> | :
Tl - e
1 1 1 1
A N s T O |
: : : l :
1 1 1 1
1 | HLS; | | HLS, HLS,| 1 | HLS; | | HLS, HLS, | 1
1 1 1 1
1 1 1 1
1 1 1 1

PucyHok 5. AJjanTaljuOHHbIN PeXKUM:
Hidden-Lake = (IT";=; HLS;) * HLK x HLA=<proto>
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3. Tlog MyJIBTUIJTMKAaTUBHBIM PEXMMOM KOMMYHUKAI[UM TIOHUMAIOTCS COeIMHEHUs Ha Oase
HECKOJIbKUX TPOTOKOJIOB W/WIH TUIaThOPM CBSI3U O0BeAMHEHHBIX MexXay coboit equHbiM HTTP
agantepoM. CrangaptHeii HTTP agmantep, Haxogsmmiics B HLK mpunokeHuw, He criocobeH
BBIMOJIHATh PETPAHC/IMPYIONIYI0 (QYHKIHIO, T.e. He Croco0eH repe/iaBaTh COOOIIEHUS] TIPUHSATHIE
u3 azganrepa HLA=<proto,> Ha MHOXeCTBO JIpyrux agantepoB HLA=<proto;>, das i=1, 2, ..., x-
1,x+1,...,m. TIo 3TOM TpUUMHE CTAHOBUTCS HEOOXOJUMBIM CYII|eCTBOBAHHE [IOTIO/IHSIOIIErO
HTTP aganTepa, KOTOPBIH ObI IPHZIEP>KUBAJICS Kak 6a30BOr0 MPOTOKOJIA, TAaK U PETPAHC/IUPYIOIIeH
dbyHKLMKU. PekoMeHlyeTcsl TIPUMEHSATb B CUTyalUsiX, KOrJa CYyIeCTByeT HeCKOJbKO IIaThopm
CBsi3M, OOJIBIIIMHCTBO M3 KOTOPBIX SBJSIOTCS HecTabwibHbIMK  (c1aboe  obopyjoBaHue,
HEKOpPPEKTHOe (GYHKIIMOHUPOBaHUe, yacThle 00HOBIeHUs: API) win Bpaxkje0HO HaCTPOEHHBIMH K
aBTOMaTH3aluu (HeoOX0JUMOCTb aBTOpU3aIvH, O/IOKUpOBaHMe aKKayHTOB, yCTAHOBKA TaliMayTOB
MeX/ly orepaLusiMu, IPOBepKa BbINIOJTHEHUS 3a/jauy — PeLleHre KarTy, BbIIo/IHeHUe JS-CKPUIITOB).

| Alice ; 4 Bob |
i HLA; |—— — — HLA; :
1 | HLK [ HLA=http LA, }——bot91” . A, [ HLA=http [ HLK | 1
1 1 <p|’o[02>l 1
1 T T ]
1 1 aee 1 1
HLA HLA
: LL : <protop,> : L :
1 1 1 1
1 | | | 1 1 | | | 1
1 ] 1 1
i |HLsy [ Hes, || .. || Hs, | i | HLs, || HLS, HLS, |
1 1 1 1
1 1 1 1

PucyHok 6. My/nbTUIIIMKaTHBHBIN PEXXHM:
Hidden-Lake = (Hni:1 HLSI) x HLK X% HLA:http X (Hmj:I HLA])

4.2. Ctek npoToKo/10B «GP/12»

A6cTpakTHBIN XapakTep aHOHMMHOM cetu Hidden Lake ¢gopmupyeTcsi cTeKoM TIpOTOKOJIOB
GP/12 (cokpairienue ot go-peer'? u 1,2 — cyiou mmdposanya '), aHaIOrMUHLIM 10 CBOEH CYTH CTEKY
npotokosioB TCP/IP. B HéM Takke MPUCYTCTBYIOT ueTbipe ypoBHs: KaHanbHbIM (CL), ceTeBoit
(NL), rpancnioptssiii (TL) u npuknazaHoii (AL), HO mpy 3TOM UMeeTcs psifi, C/IeAYIOLUX OTTUUMIA:

m m'=z(hm) c=E(m)  c"=E"(c)

Produce NL > cL »|Consume

A 4
>
v
=
v

12 Periosutopuii rpoekTa go-peer: https://github.com/number571/go-peer. B go-peer coziepxarcs Bce
OCHOBHbIE MOAYJH: (YHKIUM IHGPOBaHUsA, paboTa C ouepebi0 COODIEHUH, ceTeBoe B3aWMO/IeHCTBHE.
Hidden Lake, B cBOIO 0uepe/ib, aKTHBHO TIPUMEHSIET ZIAHHbIE KOMITOHEHTHI [IjIs peaTu3ariii TaKUX CEPBUCOB,
kak HLK, HLA=tcp. [nsi cetu Hidden Lake npoekT go-peer paHee siB/siicst (hpeiiMBOPKOM T10 TIPUUMHE UX
o011iet MpUHa/IeKHOCTH K KOJI0BOH 0Oa3e 1 penr3HbIM BepcusiM. Ceifuac JaHHbIe TIPOEKTHI Pa3/esieHbl.

13 Criont mmdporanust uAyT B 06pPaTHOM IMOPSIIKE OTHOCUTE/ILHO ITAaroB MIU(PPOBAHUS, T.e. TIePBbIM
csoi mMpoBaHUsL = BTOPOM 3Tal IWK(POBaHKUS, BTOPOU C/I0M IM(pPOBaHUs = MMePBbIi 3Tam (pPOBaHUS.
Pa3nMuHOCTL MOPSAKOB CBsA3aHA C PA3/IMUHOCTBIO CXeM Ha KOTOPBIX 0a3sHUpPYIOTCA [JaHHbIE OTIpe/leIeHusl.
Crnou mmbpoBaHUs UCXOJAT U3 TOTO — KaK Coo0IeHre OyeT MoyyeHo, 3Tarbl MUGPOBaHUS UCXOMAT U3
TOro — Kak coobienue 6yaer otrpasieHo. UToObl He ObLIO MyTaHMIILI, B JAHHOW paboTe MCIOJb3yeTcs
TIPerMYyIIleCTBEHHO OTpefie/ieHre «3Tarlbl (POBaHMUs», a UCKTFOUeHUeM SIBJISIeTCS JIUIIb Mozesb «GP/12».
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Pucynok 7. Crek nporokosios GP/12

1. GP/12 upentudunmpyeT y3/sl 10 MyOIMYHBIM KJTFOUaMm, a He 1o IP agpecawm,
2. GP/12 moxeT uCno/ib30BaTh 3a7ja4y TeOpeTUYeCKy J0Ka3yeMOl aHOHUMHOCTH,
3. GP/12 He 3aBUCHUT OT CeTeBBIX NPOTOKOJIOB M CUCTEM KOMMYHHKaL1H,

4. GP/12 ucnionb3yeT cxeMy CKBO3HOTO (end-to-end) mm@poBaHus.

KaHanbHBINM ypoBeHb B ceTeBo Mogenu GP/12 mpefcraBisieT coboii pacripocTpaHeHMe
cooOIIleHHii MeTO/IOM  3a/IMBOUHOM MapuIpyTH3aluuu. [laHHbIM ypOBeHb XapaKTepu3yeTcs
IpYMeHeHWeM BTOpPOro 3Tana MM(pOBaHUs, KOorjla BakeH caM (DakT yCrellHOM Ilepefauu
coo011jeHHs1 BceM CBOUM coefiiHeHHsIM. CeTeBOl ypOBeHb Ipe/icTaB/isieT co00i pacrpocTpaHeHue
coo0I[eHN TI0 KOHKPETHBIM y3/1aM CeTH, MCIOJb3ysl [/ 3TOro IMyO/nruyHble K/IIOYM B POJIU
UIeHTU(PUKATOPOB. JlaHHBI ypOBeHb XapaKTepusyeTcsl IpUMeHeHWeM I1epBOro sTtama
mMdpoBaHusi, KOTja BaykHa KOHGUAEHIIMAILHOCTb U ayTeHTUUHOCTb Co00bIieHrid. TpaHCITOPTHBIHN
YPOBeHb  TIpeAcCTaB/jsieT Co0OW  MapIIPYTH3al[Mi0  OTKPBITHIX  COOOIeHudd  (yCIelrHo
paciM(pOBaHHBIX) MO KOHKPeTHO 3a/laHHbIM IpUKJIaJHBIM cepBucaM. [IpukiaZHOM YypOBeHb
nipeficTaBsisieT OO0 MPUHSTHE OTKPHITOTO COOOIeHHs C AanbHelieil ero obpaboTkoi. Takum
obpa3om, ctek poTokoioB GP/12 moxkeT ObITh M300pa>kéH KaK KOMITO3UIUS YeTHIPDEX YPOBHEH C
no3utyy npuHsTUs coobinennii: CL x NL x TL x AL.

BcnencTBre  BBIIEONMMCAHHOTO, WCIIOJHEHWe II0JIHOTO CTeka ImpoTokosioB GP/12 ot
KaHa/JbHOr0 /10 IIPUK/IAJHOTO YPOBHEM BO3MOJKHO JIMIIb C MCIOJb30BaHWEM MHHUMYM JIBYX
cepBucoB B cetu Hidden Lake, T.x. HLK, siBnsisicb siipoM ceTH, NMOKpbIBaeT JIMILb [epBble TPU
ypoeHs: CL, NL, TL, B To BpeMsi Kak MoOC/aefHUN ypoBeHb AL MOXXeT OBbITb MOKPBIT JIHIITh
WCTO/b30BaHUeM TIPUK/Ia[HbIX TipuaokeHnd mno Tumy: HLS=messenger, HLS=filesharer,
HLS=remoter, HLS=pinger u T1.x1.

1 1 ! W ! o ! !
1 i ! o ! ! :
1 1 1 1

' HLSA | - -1-1- 3| HLKR | - —=1-1- 3] HLK, | - -1-1- 3] HLA, :
1 ] ] 1

1 :I :I :I :
: I s g 1, il v_
1 P ! 1 ! ! :
; m o m !} |HLKg|«€-LF-{HLAg HLA |
1 1 1 1 !
1 :I :I :I !
1 L ! c' ! c" '
1 1 ! W ! ! !
1 P ! W ! ! !
. HLSc [~ +& - {HLKc [~ +L - { HLK [~ + - - { HLA; :
1 :I :I :I !
1 P ! 1 ! ! !
L e e e e == = L e e e e = = L e e e e e = = LR T !

AL TL NL CL

Pucynok 8. Mogens GP/12 Ha npumepe cetu Hidden Lake, rae A — otripaBurens, C — nosyuaresb

Takxe, cereBasi MoJienib GP/12 HeoOs13aTe/IbHO JJO/KHA 00/1a/laTh CBOMCTBOM aHOHUMHOCTH
n3-3a uero cepuc HLK, nipu yganénnoit QB-3agaue c 1enbio coxpaHenuss GP/12 coBMeCTUMOCTH,
MO)KeT OBITb 3aMeHEH Kommo3ulveid wu3 Tpéx cepBucoB: D x Encryptor x HLA=<proto>,
TIpeIOCTaBJISIOLINX TPETUl, BTOPOU U TIepBbIM YPOBHM COOTBeTCTBeHHO. Ha 6a3e gaHHoro noaxo/a
ObIJI0 CO3JaHO TpUIOXKeHHe secpy-chat!?,

14 Periosuropuit punoxenus secpy-chat: https://github.com/number571/secpy-chat.
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Anonumuzaius tTpadurka dhopmMmupyercss Ha BTOpoM ypoBHe cteka GP/12, korpa ¢yHKIus
reHeparuy Coo0IeHNi HauMHaeT ObITb Hepa3pbIBHO CBsi3aHa C KaKOW-TMO0 aHOHMMU3UPYIOLIei
3amaueid. 3To MoxeT ObITh Kak QB, Tak 1 DC, EI —3agaun. OCHOBHOe orpaHUYeHre B TAKOM BbIOOpe
3aK/TI0uaeTcsi B HEOOXOAMMOCTH CYIIIeCTBOBAaHMsS TeOPETUYeCKOW JoKalyeMoCTH, 0e3 KOTOpoit
HEBO3MOXXKHO OyzieT fanee ¢opMHpOBaTh abCTPAaKTHYIO CHCTEMY CO CBOWCTBOM aHOHUMHOCTH.
Ecmu 6yayT npumenstbest Proxy v Onion —3afaum, TO B TAKOM C/ydae CeTh Ha Oase ceTeBoit
mMogieni GP/12 He cTaHeT 60siee aHOHUMHOM, TIOTOMY KaK 3THUM 3ajiauam, /il CBOero KOpPEKTHOTO
WCTIO/THEeHUs], TpeOyeTCst HEMOHOIMTHASI CUCTEMa, UTO TIPOTUBOPEUUT OTpeZie/IeHHI0 abCTPaKTHBIX
AHOHMMHBIX CeTel, [UI KOTOPbIX Ha/JMuue LieHTpa/au3alii HHMKaK He CKa3blBaeTCs Ha KauyecTBO
WUTOrOBOW aHOHUMHU3ALUH.

Hnst cBoeli peanuszalMyd CTeKy MpoTokoysioB GP/12 nocTaTOUHO JMIlb CYLeCTBOBAHUS
ceteBbIX MHTep(ericoB Produce u Consume, BcjiejCTBUE Yero OH MOXKeT a/laiTUPOBAaThCS Janee K
KOHKDeTHOM cpefie KOMMyHUKaluu. Tak Haripumep, mojienb GP/12 B cetu Hidden Lake mo
yMO/TYaHHIO0 0a3upyeTcsi Ha TIPOTOKoJie MpuKaagHoro ypoeHs HTTP, a mipu momoIi CepBHCOB
HLA (apmaritepoB) Mo)kKeT 6a3MpoBaThbCs KakK IMOBEPX IMPOTOKOJIOB TPAaHCIOPTHOTo ypoBHs: TCP,
UDP, QUIC, npuknazaHoro ypoBHsi: SSH, FTP, SMTP u 1.1, Tak u BoBCe BHe Mogienu TCP/IP, kak
rpuMep, UCI0/b30BaB pa/ivoBeljaHue WU CUCTeMY BUUMOrO CBeTa.

5. IIporpammHas peanu3anus

MareMaTHuecKre MO/Ie/i TI03BOJISIFOT BBIIBUTH KOPPEKTHOCTD 00111eld JIOTHKH paboThl, HO He
TI03BOJISTFOT OTIpe/ie/IUTh 6e30MaCHOCTh KOHKPETHOM peanu3aliuu. Tak HarpuMep, MbI MOKEM JIHIITh
TIpe/irosiaraThb, YTO Kakasi-mimbo GyHKIMs UM IPUHUMaeMoe eli 3HaueHue OyieT 6e3omacHbM. Tem
He MeHee BCE 3TO HUYEro He TOBOPUT O KOHKDeTHOW peanu3aliud, BblOMpaeMbIX MapameTpax,
MO/Ie/IM YTPOo3 Y MO/X0/iaX MPOeKTUpoBaHus. Takum oO6pa3om, HeoOXOAUMO Y/ieJTUTh BHUIMaHUe He
TONMBKO 001ieMy omucaHuto pabotel cetd Hidden Lake, HO u mojpoOHOMY W3/I0KEHUIO eé
CTPYKTYPHBIX M KOH(QUrypaLMOHHbIX [1TapaMeTpOB.

5.1. CTpyKTypHbIe napaMeTpbl

1. CummetpuuHas ¢byHkius nmdpoBanusi Ex onpezpensiercs 6/ounbiM anroputmom AES ¢
JUTMHOMW Kroua 256 out B pexxume mmdpoBanus CFB, rae ¢ = IV, ¢; = Ex(ci.1) Xor m;.

I | !

Block cipher Block cipher Block cipher
encryption encryption encryption

| Plaintext |—) xor Plaintext xor | Plaintext I—) xor

Ciphertext Ciphertext Ciphertext

Key Key Key

Pucynok 9. Pexxum mmdposanust CFB (pe>kuM 00paTHOM CBSI3H T10 LIHUPPTEKCTY)

[aHHbIi pexkuM M poBaHus ObIT BEIOPaH C yUETOM CJIeIYIOIX MOMEHTOB:
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1. Pexxumy umdposanuss CFB He TpebytoTcs gononHenus (padding), kak 3To Tpebyercst
HarpuMep pexumy mmppoBanusi CBC (pexxuMm crerieHusi GI0KOB IIHM(PTEKCTOB).
BcnenctBue 3TOro ympollaeTcss BbICTaB/leHMe CTaTUUHOTO pa3Mepa LIM(pPOBAaHHOTO
coo01LeHus1, a TAKXKe JIMKBUIUPYIOTCST BO3MOYKHBIE aTaku opakysia [16],

2. Pexxum mmdpoBanusi CFB He sBisieTcsi TOTOYHBIM peXXMMOM IIW(PPOBaHUS, KaK
Haripumep OFB (pexxum obpaTHOU cBsisu 1o Bbeixoay) um CTR (peskuM CuéTumka).
Bcnencreue atoro, y CFB oTcyTcTByeT npobsieMa B jiviie TIOBTOPSIEMOCTH rammbl. Eciu
IV (BeKTOp MHUIMATU3AI|N) TIOBTOPUTCS, TO 3TO MPUBEJET K KyZia MEHBIIIUM MpobieMam
6e3omacHocty, ueM nipu OFB, CTR pexkumax [6, c.93],

3. Pexxum mmdpoBanusi CFB He TpeOyeT oT anroputmoB ImdpoBaHUs COOIOeHUS
TOYHBIX TapaMeTpOB, Kak Haripumep, 128-6utHble On0ku 1ripu pexkxume GCM (pexxum
cuéTumKa C ayreHTHdUKaimen [amya) [17, c.190], a Takke He TpeOyeT OT aJTOPUTMOB
GyHKUMM paciv(poBaHUs, 4YTO I[103BOJISIET He TOJIbKO YIPOCTUTh 3aMeHseMOCThb
Hebe3omacHbIX LIM(POB, HO W HCMOMb30BaTb B KauecTBe IMpoLeypbl MIM(poBaHUs
0/THOCTOpPOHHUe QyHKIMH [18, c.282],

4. He ucnonb3oBasics pexum mmu@poBaHuss GCM Takke W 10 TPUYMHE W3UILIHUX
oreparuii ayTeHTU()UKAIIMKM ¥ XpaHeHUs TOKeHOB. [1epBbiii U BTOPO# 3Taribl MG pOBaHuUs
WCIIOJIB3YHOT pa3Hbie criocoObl ayTeHTH(UKaLMK coobieHuii. BeieacTBre 3TOro, B laHe
rubKoCTH ucronb30BaHus, pexkiM CFB ctaHoBUTCs 6oJsiee MpeArIoUTUTETbHBIM,

2. AcummerpuuHas QyHKIMsA mupposanus Ep,, onpejenserca aaroputMom ML-KEM-768
(o cranpaptusayuu  — Kyber-768) [19]. Acummerpuunas (QyHKUMA MOANMCAHUSA  Spriy
ornpezesnsiercss anroputMoM ML-DSA-65 (mo craggaptu3aruu — Dilithium-M3) [20]. Beibop
TaKOBBIX a/JTOPUTMOB OB cAiesiaH ¢ yuétom mnogrotoBku cet Hidden Lake kK mocTkBaHTOBO#
kpunrorpadguu. YcraHoBneHue F2F-coeauiHeHusi K aOOHEHTY KOMMYHHKAI[UM OTIPe/e/IsIeTCs
(akTryecku AByms mybsmuHbiMM Kitouamu — ML-KEM-768 nns mmdpoBanus coobujenuit Ep,
(kmoyoM mnonydatens) 1 ML-DSA-65 pys1 mpoBepku MOAMMCH coobiieHuit Vi, (KI04oM
OTIIpaBUTeEJIs),

3. Ilpepmnonaraercsi, 4To K/IHOU CEeTM Ha BTOPOM 3Tare WIKM(POBaHUS DPeJKO MeHseTcs,
o0sajlaeT BBICOKOW SHTpPOMMEN UM He sBisieTcsl maposeM. Ho Tak Kak K/IHOU CeTH He HMeeT
(bUKCUPOBAHHOTO pa3Mepa, OH MPOXOAUT CKBO3b PYHKLMIO GopmupoBanus Kmoda PBKDF2 ans
¢ukcanuu pa3mepa B 32 Oaiir, uero TpeOyer anroputm wmudpoBanus AES-256.
Kpunrorpaduueckass comb U KommuectBo utepauii B PBKDF2 He 3azjarorcsi, T.e. OHHU IIO
YMOJ/TYaHHIO paBHbI MyCTOM CTpoKe U uncty 0. Xem-¢pyHkuyen sisasercs SHA-512,

4. B kauectBe anroputMa umutoBctaBku (MAC) wucnons3yercs HMAC-SHA-384.
besonacHoctb HMAC 3aBucuT OT ucrosb3dyeMoil uM xel-¢yHKuuu [17, ¢.168]. besonacHocTb
SHA-384 Mo>keT ObITE OIpe/iesieHa CTOMKOCTBIO B 384 GUT Tipu 3a/jaue MOMCKa MIepPBOT0 ¥ BTOPOT'O
npoo6pasoB, ¥ B 192 OUT K MOMCKY KOJUIU3UM, NCXO/s U3 aTak Napasiokca JHel poxkaenus [6, c.52],

5. KonmnuecTBeHHbIE U HeHW3MeHsieMble mapameTpbl asiroputMoB AES-256, SHA-384, ML-
KEM-768, ML-DSA-64 Obinmi BeIOpaHbl C KOHCEPBAaTHBHOM TOUKU 3PEeHUs MJIT COXpaHEHWS
JIOCTaTOYHOTO YypPOBHS 0e30MacHOCTM B peanusix TOCTKBAHTOBOM KpunTorpaduu [5, c.131].
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Anroputm ['poBepa TeopeTHUECKH ITO3BOJISIET YMEHBIITUTh 0e301aCHOCTh CHMMETPHUYHBIX IHGPOB
K arakam mepe0opa u xem-QyHKIMKA K TIOMCKY KOJIZTU3WM, COKPAaTHB HEOOXOAWMOe KOTAYeCTBO
BRIUMC/IEHMI 10 2% u 2™, rae n — A/MHA KIHOYa CHUMMETPMYHOro Imdpa, m — pasmep
pe3ynbTUpytoiero 6/10ka xenl-GyHKIMKU. Takum oO6pa3om, ripu ucrnonab3oBanuu AES-256 u SHA-
384, MuHMMasbHasi Ge30macHOCTE OyzeT orpefensTbesi 128 O6uTaMu, UTO SIB/ISIETCS] YCTONUUBBIM
3HaueHWeM K aTtakaM mepebopa. IIpy OTCYTCTBMM KBAHTOBBIX KOMITBIOTEPOB, MUHHMasbHast
6e3omacHocTb OyzeT onpezaensTbcs anroputMamu ML-KEM-768 u ML-DSA-64, 6e30macHOCTb
KOTODbIX CpaBHKMa C 192 GUTHBIM 3HaueHHeM,

6. Hu mepBeIii 3Tan mMMGpPOBaHUS, HU BTOPOH He 3all[UI[AI0T OT aTakKd BOCIIPOW3BE/IE€HUS
TOBTOPHBIX ~ coobienuit  [6, c.279], rhe crycTts onpefenéHHbI  Tepuoj, BpeMeHu t
3/I0YMBIIIJIEHHUKOM MOXeT ObITh TpPaHC/MPOBAaHO BHOBb, COXDaHEHHOe paHee WM JKe,
mmdpoBaHHoe coobijeHre. Takoe coobiieHue OyzeT TOMHOCTbIO BepHBIM, T.K. OHO ObUIO
CreHepyupOBaHO OFIHMM W3 YYaCTHUKOB CeTU. [Ijis 3aluThl OT MoA00OHOr0 BU/a aTak, cetb Hidden
Lake moctyraet Hanbosiee TIPOCTBIM U paZiMKaJbHBIM CIIOCOOOM, COXpaHss Xellld COOOIeHU B
cBoro JioKanbHyto B/I. [JaHHBIM TI0AXO[ TO3BOJISIET TOJHOCTbIO HCK/IHUUTH BO3MOKHOCTh
YCIIEITHOTO TIPUHSATHS Ay0/MKAaTOB, B TOM UKCJ/Ie U TIPY Tepe3arpy3Ke y3/a, a TakKe YIPOCTUTh B
obmeM mpoleaypy [AeAyIUIMKaliHl, TI0CPeJCTBOM WCK/IFOUeHUs AOTIOJTHUTEbHBIX TPOBEPOK
coo0i1ieHui B rpe/iesiax BpeMeHHbIX OKOH.

K coykasenuro, 3aiyra y3/a OT TPUHATHS W TOC/eyroIeli o0paboTKu AyO/IMpyrOmmx
coo0I1leHHI HUKaK He 3all[MIaeT OT BOCIIPOW3BeIeHUs 3/I0YMBIIIEHHUKOM COOOIT|eHNi, KOTOpbIe
emjé He OBLIM MPUHSATHI y3/I0M HerocpeAcTBeHHO Biazieronum bJI. Takoe coObiTHE CTAaHOBUTCS
BO3MOJKHBIM, €C/IM y3e7l OTCYTCTBOBa/l B TEPUO/bI TeHeparyd IIM(PTEKCTOB OCTaBIIUMUCS
yuaCTHHKaMH{ CHCTeMbl. BcieicTBHe 3TOT0, 3/T0YMBIIIEHHUK MOXKeT Harpy3uTh HOBONPUOBIBIIIHIA
y3eJl CTapbIMU U JaBHO 3a0BITHIMU COOOIIIEHUSIMUA CeTU. 3allUTUTHCS OT 3TOW aTaKh BO3MOXKHO,
eC/IM TIOAK/TFOUMTBCS K JIaBHO paboTarolieMy aHOHUMH3HUPYIOIEMY Y3y WIM PeTPaHC/IsTOopY,
COXPAHUBILIEMY UCTOPHUIO TMPHUHATHIX COOOIeHUH. B TakoMm c/lyyae OH HAUHET BBICTYTATh B POJIU
MEe>KCeTeBOro KpaHa, pa3rpaHWuvBasi CTapble W HOBble HIM(PTEKCThI. EIé OZHUM BO3MOXKHBIM
pelleHueM MOYKeT CTaTh OOHOBJ/IEHHE K/TFOUa CeTH K, ecyii B CUCTeMe ObI0 CreHepUPOBAaHO MHOT'O
TpaduKa, a JABHO (QYHKLIMOHUPYIOLIHE Y3/Tbl HEU3BECTHBI WIN HeJOCTYTTHBL.

IobGaBneHue >ke METKM BpeMeHH ¢ Ha Kak[oe COO0OIIeHWe BTOpPOro 3Tara IM(ppPOBaHUS
HarpoTHB, CMIOCOOHO HapYIIUTh aHOHUMHOCTH QB-3aauM, T.K. TIPYU HeMpPaBW/IbHOM peanv3alyn
MOJKET CO03/laTh [IOTIOJIHUTE/NbHYI0 CBsI3b B TeHepaluu IHU(PTEKCTOB U CcZefaTb 3ajauy
CUCTeMaTUUHOCTU P serko peiaemoil. Tak Hampumep, IIpY CO3/laHUM MCTMHHOTO COOOLIeHMs
MeTKa BpeMeHH Oy/ieT (UKCHPOBaThCS He HAa MOMEHTe OTTIPaBJieHHs], a Ha MOMeHTe reHepatiuu. [1o
TIpUYMHE TOTO, 4YTO COOOIeHHsT W3 Ouepeu OTIIPABJSIOTCS TOC/Ae0BaTe/lbHO B CeTb, TO
CreHepUpOBaHHbIN 3apaHee JIOXKHBIN MHUGPTEKCT OyaeT 00/1a1aTh METKOH BpeMeHH TIPUOTMKeHHOM
K MeTKe OTKpBITOro coobiieHus. VIHBIMU cjioBaMH, OyJeT TpOC/IeXHWBAaThCS CBS3b T'eHepalyuu
WCTUHHBIX COOOIIEHUH IMOCPeACTBOM CYILeCTBOBAHUSI [BYX METOK BpPEMeHH, pasHUIla MeXIy
KOTOPbIMHM OyZieT MeHbllle OfiHOrO Tiepuosia. CUTyaldi0 MOXXHO W3MEHHUThb, 3aMEeHUB JIOXKHBIN
mM(PTEKCT UCTUHHBIM, a He TIPOCTO OTOABHUHYB JIOXKHBIN HIM(PTEKCT B ouepenu. Ho, momMumo
JAHHOU Mpo0JieMbl, B MeXaHW3Me reHeparyy MU(PTEKCTOB 0/DKeH OBbITh TaK)Ke YUTEH MOMEHT
yKa3aHWsi MeTKYA BPeMeHH ¢ B 3aBUCHMOCTH OT Tiepro/ia reHepaliuul T. VIHBIMU c/ioBaMu, /i7ist N-020
coo0I1ieHUs1 B ouepe i MeTKa BpeMeHH [J0JDKHA UMeTh CIeIVIoIui BUf;: t = now + nT, 2de now —
Tekyllee Bpems. /laHHOe pellleHHe MOXKeT 001afaTh TakKe W HeraTUBHBIM 3(hGheKToMm, eciu
CKOPOCTb TeHepalyy Mu(PTEeKCTOB, HarpuMep TPH OOJIBIION 3arpy’kKeHHOCTU y3/1a, He OyzeT
TocrieBaTh 3a METKOM BpeMeHU. B TakoM ciiyyae MoykKeT BO3HUKHYTh paCCUHXPOHHK3aLUs ouepe/ieit
TI0 MEeTKe BPEMEHU MeXK/y UCTUHHBIMHU U JIOXKHBIMH Co00ITIeHHsIMU. CUTYaI[UI0 MOYKHO U3MEHUTh
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TIOCTOSIHHBIM y/lja/IeHHeM CTapbIX CreHepyupOBaHHbIX IM(PTEKCTOB U3 0UYepe/iv, HO B TaKOM C/lyuae
TIOSIBUTCSI PUCK TTOTePU UCTUHHBIX COODIIeHHH, KOTOPBIE /Ja’Ke He OTIPABJIS/IMCH B CETh,

7. B ornmune oT Knaccuueckoro omucaHuss QB-ceTeil, B peanusaljuM MpoeKTa go-peer
CTPYKTypa ouepefieii Q rpe/cTaB/ieHa /IByMsl ouepe/issMU: Ouepe/ibl0 UCTUHHBIX Qx M 0Yepe/ibio
NOXHBIX Q, cooOIIeHW Janee C/IMBAKOLMXCS B OfHY. HeoOXoauMocTe B [BYX oOdepezsix
00yc/1aBnMBaeTcsl Hy)K10M B (hOHOBOM reHepalvy JIOXKHBIX COOOIIeHHH, YTOObI TIPY JOCTYKEHUH
rieprozia t ouepeab Q, IperMyIIeCTBEHHO Oblia HelmycToi. B CBOIO ouepesib Takast Hy)/ja CBsi3aHa
HeIroCpe/ICTBEHHO C aJrOPUTMOM JlOKa3aTelbCTBa pabOThl, KOTOPBI 3HAUMTENLHO 3aMesiIsieT
mrppoBaHre COOOIIIeHUH, BC/IEACTBUE Yero BBICTABIEHHBIN IMEpUO/, reHepaluy t MOXeT ObITh
pacimped. XOTb CUTyalusi B TakKOM Cjyd4ae U cxoxka c Ilpumepom 3.3, TeM He MeHee,
CUCTEMAaTUYHOCTb alropyMTMa 37eCh He HapyllaeTcsi, T.K. reHepalys WCTUHHBIX M JIOXKHBIX
coo011ieHr IPOUCXOJUT He HAa MOMEHTe UX OTITPaB/IeHUs], a Ha MOMeHTe MOMelleHUsl UX B ouepe/ib,

Qg

C1 C2 Cn-1 Cn

if Qg l=nil

if Qu=nil

Cq Co e Ch-1 Ch

Pucynok 10. CxeMa /1BOMHOM ouepe/i COOOILeHNI B IIPOEKTE gO-peer

8. AnxonumHas cetb Hidden Lake moxeT ObITh ysi3BMMa K aKTMBHBIM KOOII€PHDYIOIUM
HabmojaTensiM, eC/i TakKOBbIe Oy/IyT MPUCYTCTBOBATh B CIMCKE /IPy3el Y HeCKO/IbKUX aOOHEHTOB
CUCTEMBI C OTCYTCTBYIOLIMUMH MYyJ/IbTH-0UepesiMU. B TakoM ciyuyae, MOMUMO yXYZLLIeHHsI KaueCcTBa
AHOHUMHOCTH: C 3aZlau¥l CKPBITHS (PaKTa KOMMYHHUKAIUU ZI0 COKPBITHS CBSI3U MEXKy abOHeHTaMu
KOMMYHMKAL|MM, TakXe IMOSIBUTCS W DUCK pelleHUs / JeaHOHMMM3aLuu camod QB-3azaum.
[TpobseMy MOXXHO peLIUTb CO3/jlaHMeM HecKOnbkux odepezedt Qyi, Qxo, ..., Qxn A KaXKAOTO
oTZe/bHOrO aboHeHTa (C MCMOb30BaHKMEM HACTPOMKHM gbp_consumers=n), HO B TaKOM Cjydae
yBeIMUUTCs 00l1jee BpeMsi OTBeTa B n pa3. Jpyrum criocobom perieHust JaHHOW NTPo6/ieMbl MOXKET
CTaThb M3MeHeHHe MOJie/Id yrpo3, B KOTOPOW [pyr anpropu OyjeT paBeH [0BepeHHOMY Y371y, a
NoToMy He Oy/leT 3avHTepecOoBaH M 3aflefiCTBOBaH B Ipolie/ypax JeaHoOHMMM3aLuu. Ha Takom
KoHCTpyKTe F2F-crcrem npenmyiectBeHHO 6asupyercs ceth Hidden Lake,

9. Mogens yrpo3 aHoHuMHOW cetd Hidden Lake orpaHuumBaeTcsi MCKIHOUYUTETHHO
3alUTON CeTeBbIX KOMMYHHUKALIMN MeX/ly eé yuacTHUKaMH, YTO, B CBOIO Ouepe/ib, peJirnoJaraet
OTCYTCTBHE KaKHUX-THOO [JOTIOJTHUTE/BHBIX Mep, /IeHCTBUI 1 YC/IOBUI HamlpaB/IeHHbIX Ha 3alLUTy
TIPUBATHBIX K/ItOuel, 6a3 JaHHBIX, KOH(DUTYPALIMOHHBIX (haliyIOB WK B3aUMO/IeMCTBUN CEPBUCOB
Mesxay coboii B YC/IOBUSIX JIOKATbHOW Cpe/ibl MCTIO/IHeHs1. BeejcTBre 3TOT0, TIperpruHIMaeMble
Mephbl /s obecrieueHust 6e30MaCHOCTH JIOKA/TBHOTO OKPY’>KEHUsl, B yCJOBHUSIX CYIL[eCTBOBAHUS
YyBCTBUTENBHOM WHGOPMALIMK, [O/DKHBI OBITb BO37IO’KeHbI Ha 0ojlee HH3KHWe yPOBHU
B3aMMO/IeMCTBYs, KaK HarpuMep: BbICTaB/eHMe TMpaB JocTyna K (aiinaMm M Tmporieccam,
V30/TMpOBaHUe NporpaMM MoCpeZCTBOM MCII0/Ib30BaHUSl BUPTYaIbHOIO OKPY>KeHHs], IPOrpaMMHOe
Y anrapaTHOe MOJHO/IMCKOBOe IM(poBaHUe, orpaHuueHre (U3MUYecKoro JAOCTyIa K anmapaTHbIM
CpefCTBaM Ji/Isl TPeTbUX JIUL U T.J.
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5.2. KoH(urypanoHHbie napaMeTphbl

1. Toaxop coxpaHeHUsl Xellleli BCeX paHee MPHHSTHIX COOOIeHHI TakXe MMeeT MUHYC B
e ctpemsienusi 00béMa Bl Kk cBoeMy mocTtostHHOMY yBesimueHH0. Kak Tosbko nosiBisietcst B/
Xelllel, eé HU B KOeM C/Tydae HeJib3s1 Ya/IsTh WM OUHILaTh, MHaUe BCe PaHee MPUHSAThIE COOOILeH s
BHOBb CMOT'YT TOBTODUTBCS, €C/IA 3/I0YMBILUIEHHUK OyJeT NpUMeHSITb aTaky BOCTIPOU3Be/eHUs
TIOBTOPHBIX CO00IIeHri. B Takoi mapaiurMe BOnpoc HauMHaeT 6a3upoBaThCsl Ha 06 BEMe U UacToTe
TIOCTOSTHHO TeHepupyemoi uHpopmaimu. Xeir coobmieHys B cet Hidden Lake — 3ro xer-
3HaueHue h = H(c') noayyenHoe u3 M@pTeKCcTa Ha IIepBOM 3Tarne IKUMpoBanHus: ' = E'griva pubB)-
Pa3mep xemra oripezenseTcss KpunTorpaduueckont xem-dyHkimern SHA-384, 1.e. 48 Gaiitamu.
TakuM 06pa3oMm, 0JHO MPUHSTOE, MO0 OTIIpaBIeHHOe YHUKaTbHOe co00IIeHre Oy/1eT yBe/INUMBaTh
b/l Ha 48 6atit. Ilepro/ reHepaiiii OAHOTO COOOIIeHHsT OJHAM Y3/I0M paBeH 5 cekyHjam. Eciu
TIPeN0/IOKUTh, UYTO B CeTH cyllecTByeT 10 y3/10B, KaXK/Ablii M3 KOTOPBIX B IMepHO/, PaBHbIA 5
CeKyHZIaM reHepUpyeT OZIHO LTHU(pPOBaHHOe COO00IIeHue, TOTa 3a 5 CeKyH/] Oy/ieT CreHepUpPOBaHO
u coxpaHeHo 480 6aiit, 60 96 OGaiiT B cekyHay. [anee, ecmy paCIIMPUTh TIOTYYeHHBIA Pe3y/IbTaT
no roma, To BIl Gymer yBenuueHa Ha ~2.781TwB!® wuHboOpMaimuy, 4uTO SIBISETCS BIIOJIHE
JIOTTyCTUMbBIM 3HauUeHUeM,

2. C KakKIbIM COXpPaHEHHBIM XelleM B 0a3e [aHHBIX yMeHbIIaeTcs o0mjasi 001acTb
JOTTYCTUMBIX IIHU(GPTEKCTOB K3-3a COMYTCTBYIOIIUX KOJIIM3WM, CBOWCTBEHHBIX BCEM Xelll-
byHkuyaM. BenenctBue 3Toro, ueM 6osibiiie OyzeT MPUHUMATHCS MUGPTEKCTOB, TEM MeHbIIle UX
MOXHO Oy/leT mpuHMMaTh B OyayieM. BeposTHOCTh HaxoxJeHWs1 Kom3uu B Gonee uem 50%
C/lyyaeB HAuMHAeTCsl IOC/Ie MpeojosieHus mopora B 2192 NmpUHATHIX IIM(PTEKCTOB /s Xell-
dynkiuu SHA-384 ¢ ucronb3oBaHUEM KIaCCUUECKHUX KOMIbIOTepoB. [Tocsie 3TOro ceTh HauHET
paboTath HecTabuIbHO, OTOpAchIBasi MOJOBUHY BCEX MPUHHMMAEMBIX CHCTEMOM COOOIeHUH, a
e/IMHCTBEHHBIM CIOCOOOM «Iepe3amnycka» CeTH CTaHeT yjaneHue B/l ¢ mocneayroriedi cCMeHOM
CeTeBOT0 KJItoua U BCeX MPUBATHBIX Ktoueii. Ho Takoe coObITHe SIB/SIETCS HEOCY1[eCTBUMBIM, T.K.
TpebyeT coxpaHeHus 249230249209671726169463823802564608 Viub ¢ undopmarmn g 219 xereit
tura SHA-384. [1pu cymectBoBanuu B cetv 8000-TH y3/10B C TaTTePHOM I'eHepaLivu MG PTEKCTOB
1.6KiB/c, T.e. mpy AOCTW>XEHUU TUMUTA TPOITYCKHOTO KaHaia cBsi3u B 100mbuTt/c, 3a roz Oyzer
coxpaHaTecsa ~2224.8T'uBY B nokanbHoi BJI. Takumu Temriamu, 4TOOLI IPEOJOJIETH IOPOT
HaxOoX/|eHus Komsuii >50% ciyuaes, notpedyercs 6osee yuem 1047 er',

3. Coo0IrieHrss Ha TePBOM 3Tarie IM(pPOBaHUS MMEIOT CTaTUUHBINA pa3mep paBHbIA 8192
0aiiT, U3 KOTophIX 4569 OalT yzesnsieTcs 3aroJiOBOYHBIM JAHHBIM: BEeKTOP WHHULMamu3aumuy (16B),
xell laHHBIX (48B), moanuce ML-DSA-65 (3309B), xem my6/imyHOro Kiitoua otrpaBuTeisi (48B),
cosib (32B), nHkancynupoBaHHbIN Ktou mrdpoBanus ML-KEM-768 (1088B), a Takke pa3Mepsl
JAHHBIX B Oaiitax: xemia (4B), mogmucu (4B), mybmmuHoro kitoua (4B), conu (4B), mmdbpoBaHHOTO
6/0ka gaHHbIX (4B), monesHol Harpy3ku (4B), samonHstomux Oait (4B). Bropoit 3tam
mmdpoBaHus AobapseT 76 OGalT, U3 KOTOPBIX: BEeKTOP MHHUIManu3aiuu (16B), noKa3aTenbCTBO

15 ((48 [6aiir] x 10 [y3n08B] / 5 [cekynz]) x 60 [cekyHa] x 60 [MunyT] % 24 [yacoB] x (7 [gHeit] x 4
[Hegens] + 2 [mus]) x 12 [mecsaues]) / 2°° [['uB] = 2.780914306640625 ~ 2.781I'ub.

16 (219 xemmreii] x 48[6aitr] / 28°[Mub]) = 249230249209671726169463823802564608 Vub.

17.(8000 [y3n08] x 2.781 [T'ub x 10 y3108]) / (10 [y3n0B]) = 2224.8 [T'ub x 8000 y35108B].

18 (2192[xemeii] x 48[6aiit]) / ((48 [6aiiT] x 8000 [y3108] / 5 [cekyna]) x 60 [cekyna] x 60 [munyT] %
24 [uacoB] x (7 [mue#t] x 4 [Hemensb] + 2 [gHa]) x 12 [mecsuer]) = 126131320235875626202333
088654346434865739845447 > 10¥ ner.
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pabotsr (8B), xemr mmdpTekcra (48B), cereBasi macka (4B). Pazmep cooOimeHust mocsie MOTHOTO
mM(POBaHKS CTAHOBUTCS paBeH 8268 6aiT 13 KOTOPBIX 3623 OAWT SIB/ISIOTCS TI0JI€3HON HAarpy3KOM.
Takum o6pa3om, ec/v repro/, reHepaLyu COO0OIeHrI paBeH 5 CeKyHjaM, TOT/ja 3a O/IHY CEeKYHZY
y3e/Jl MOXKEeT mepefiaTh ~724.6 3HauMMbIX OaWT. ECiM MpUKIaHOe TPUIOKEeHHe MpeJrno/iaraet
KOMMYHMKALIMK0 THUIMA «3alpoc-OTBeT», TOrJa BC/IeACTBME IIPOMU3BEAEHHOIO 3ampoca |
CYILLIeCTBYIOILIeM TI0C/Ie/OBaTe/TbHOCTU (Ouepe/ii) HEMHUHYeMO HAuHETCS 3Tar OXKU/IaHUSI OTBETa,
YTO MPUBEJET K JBOWHOMY YMEHBILIEHUIO TTPOIYCKHOM criocoOHOCTH [0 ~362.3 3HaUMMBbIX OalT B
CeKyH/ly U3-3a YBeJMUeHHOTO MHTepBasa OXXujaHusi paBHoro ~10 cekyHaam. Mtoro, eciu 6yzaer
TIPUCYTCTBOBATh 3a/jaua repegaur ¢aiia pasmepom 1Mub 1o cetH, To TPaHCIOPTUPOBKA OyzeT
3aHUMaTh NMPUOU3UTENBHO OT ~24.1 10 ~48.2 MuHyT (~1447 u ~2894 ceKyHJ, COOTBETCTBEHHO),

4. CnoxHocte pabotel cet Hidden Lake ompegensiercs mapamerpoMm work_size_bits,
KOTOpPBIA B CTaHZAPTHOW (peKoMeHyeMoi) KoHpUrypaiuy paBeH 22 6utam. [laHHBINA TTapaMeTp
OrpaHUUMBaeT MPOIYCKHYIO CTIOCOOHOCTh KaXK/[Or0 y3/1a CeTH, IPOTUBOAENCTBYsI TeM caMbiM DoS
u DDoS aTakam, a Takke aTakaM HalleJleHHbIM Ha AyO/upoBaHUe COOOIIeHHH 10 HeCKOJbKUM
nojcerssM. JlaHHBIA TlapaMeTp cCroco0eH OrpeJesisiTh NMPUMEPHYH) KOJHUUeCTBEHHYHO TPaHHULLy
YYaCTHUKOB CETH.

[TpeamnonoXxuM, uTO MPOITyCKHAsi CMOCOOHOCTh KaKAOTo y37a B ceTd paBHa 100M6UT/C,
pa3mep reHepupyemoro coobirenus paeH 8Kub, a mepuo/ reHepaliiu paBeH 5 ceKyHzaM. B Takom
cilydae, reperpyska cetd Oy/JeT BO3MOKHA Tpu Haimuwu Gosee uem 8000 y3moB'®. 3to, B CBOIO
ouepe/ib, SIBJISIeTCS BepXHEM FPaHULIeN He YUMThIBAOLLe BOSMOXKHOCTH 3/I0HAMEPEHHbBIX 1elCTBUM
CO CTOPOHBI CaMHUX Y3JI0B, CIIOCOOHBIX reHeprpoBaTth Tpaduk Oosee uem 3a 8Kub/5¢ = 1.6Kub/c.
be3 yuéta napametpa work_size_bits (BToporo stamna mr¢poBaHusi), eCTeCTBEeHHbIM OTpPaHHYeHHeM
JJIsl aTaKyIOIUX CTAaHOBUTCS BpeMms IvdpoBaHus cooOreHuid (TiepBeiii 3Tan mmmdposanus). Ha
niporjeccope «Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz» umdpoBanue ogHoro 8Kub
cooOIeHust 3aHuMaeT npubamMsuTensHO 0.254Mc, uto B cpeaHeM Tpebyer 0.4 cekyHa?® ms
JIOCTW>KeHUsI TIpefieJibHOM BeinurHbl B 12.5Mub, ¢ JanbHeliei BO3MOKHOCTBIO MeperoHeHust
ceTeBOro KaHazia B 250m6ut/c = (12.5/0.4)x8. B pe3ysbrare, 8000 uecTHO paboTaromux y3ioB
CTaHOBSITCS paBHbI MeHee yeM OZJHOMY 3/10BpeHOMY ~ (.4.

[na mpefoTBpallieHUs] TaKOM pa3HULbl BBOAUTCS IapameTp, ONpefessioliii C/I0KHOCTh
pabotel. IIpu work_size_bits=22 mmdpoBanue ogHoro 8Kub coobijeHuss 3aHUMaeT
nipubm3uTenibHO 1.98c Ha TOM ke Tipoiieccope 6e3 yuéTa BpeMeHH TepPBOro 3Tara mudpoBaHus,
uTo B cpeaHeM TpeOyeT 52.8 MunHyT?! (3168 CeKyH/) /1 JOCTHKEHHs TIPe/e/IbHON BeIMUMHBI B
12.5Mub. B pe3ynbTaTe, Ajid JOCTWKEHHWS Tpefiesia 3/0YMBIIIIEHHUKY ToTpedyetcs ~3168
rapa’suie/ibHbIX BBIYMC/IEHUM TaKOW >Ke TPOLeCCOPHOM MOILHOCTH, UYTOObl MMeTb BO3MOKHOCTh
TIpeozio/ieBaTh ITIPOIYCKHYIO CIOCOOHOCTH KaHarna B 100mOut/c. BecrpepbiBHOe mmmdpoBaHHUe
coobienuit mpu work_size_bits=22 pacxoayeT ~15% MporiecCOpHOI MOII[HOCTH, UTO ITO3BOJISIET
YBeMUUTh MapajieIbHOCTE B ~6.(6) pa3 ans goctkerus mumuta B 100%. Takum obpa3om, ~3168
rapasiyie/lbHbIX BBIUKMC/IEHUNM CPaBHUMBI C UCMOAb30BaHUeM 3168 / 6.(6) ~ 475.2 (usnueckux
TIPOIIeCCOPOB, pPabOTAIOIIMX Ha TIpe/iesiax CBOMX MOIIHOCTEH.

19.(100[mbut/c] / 8[6ur] = 12.5[Mub/c]) / ((8[Kubl/5[c] = 1.6[Kub/c]) / 1024[6aiit] =
0.0015625[Mub/c]) ~ 8000 y310B, reHepupyIOIMX KAkl 1o 1.6Kub/c.

20 (8[Kub]/0.254[mc]) — (1.6[KuB]/0.0508[mc]), 0.0508[mc] x 8000[nakeTos ro 1.6KuB] = 406.4mc
~ 0.4c.

21 (8[KuB]/ 1.98[c]) — (1.6[KuB]/0.396[c]), 0.396[c] x 8000[naketos o 1.6KuB] = 3168c = 52.8M.
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CuTtyarus A1l 3/I0yMBIIIUIEHHWKA yriporaetcs, ec BMecto CPU OyzeT MConb30BaThCst
GPU. Xempeiir SHA-384 ana «Nvidia GTX 1080 Founders Edition» cocraenser ~1050 MH/s?2,
B TO BpeMms Kak xempeit «Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz» pasen ~26.6 MH/s?,
B pe3sysibrare, pasHuija mexzay rnpoueccopamu omnpegesnsercsa 1050 / 26.6 # 39.5 eguHuLiaMu, 4To
paBHOCWIBHO cooTHoLeHuto 475.2 CPU k 475.2 / 39.5 ~ 12 GPU npu peruenun PoW 3azauu.

6. 3ak/1II0oUeHue

B xome pabotel Obi10 pa3obpaHo (yHKIMOHMpPOBaHMe aHOHMUMHOW cetd Hidden Lake Ha
OCHOBe eé MaTeMaTUUeCKUX MOZeJiel, C JaJbHeNIIM YKa3aHueM MPeMMYLeCcTB U OrpaHUUeHUH,
cnepyromux w3 QB-3asaun. beuM nprBeieHbl OCHOBHBIE CEPBUCHI CeTH, a TakXe UX CeTeBble
B3aUMO/EeICTBUS APYT C JPYIOM B apaiirMe MUKPOCEPBUCHOUM apXWUTEKTyphl. bbul onucaH cTek
npotokosioB GP/12, Tmo3BOMSIIOIIMIA CETSIM C TEeOpPeTUUeCKU [0Ka3yeMOl aHOHHUMHOCTBHIO
CTaHOBUTBLCS aOCTpaKTHBIMU. bbUTH Mpe/iCcTaB/IeHbl KPUTEPUH BBIOOPA a/rOPUTMOB IHM(POBaHUS,
MOANUCAHUSA, XeLIWPOBaHUsl, KX TMapaMeTpPOB W HACTPOEK B MOMEHTbI TPOEKTUPOBAHUS U
peanusaly CeTu.

6.1. Ilpuk/1agHOe IpMeHeHue

AnonumHas cetb Hidden Lake, o6majjasi BceM BBIIIEONIMCAHHBIM PSIOM TPEUMYIIECTB U
He/IOCTaTKOB, BBICTpaWBaeT Tlapasuie/ibHbIM 00pa3oM TakKe U TPAHHUL[bl CBOEro TPUKJIaZHOTO
HCrosib30BaHusA. B ormmune ot cetet Tor u 12P, ob6nacTh mprvMeHeHWS] KOTOPBIX [JOCTaTOUHO
o0IIMpHA, Kak 3a CYéT OTCYTCTBUSI CBSI3HOCTH aOOHEHTOB KOMMYHMKALIUM, TaK M 3a CUET
TIOHIDKEHHOW Mofieni yrpo3 (oTcyTcTBue TryiobanbHOro Habsmogarens), cetb Hidden Lake
HaMpOTHB, CUJILHO OrpaHWUeHa B CIIOCO0aX UCI0/Ib30BaHMs, T.K. HU3Kasi MPOITyCKHast CIOCOOHOCTh
KaHasia CBsi3u (Tepuo/ibl reHepanyy) U npobeMa mMaciitTabupyemMocTu (ciierasi MapIipyTA3aliis)
He mno3Bo/sitOT HL  CTaHOBUTBLCS TOMCTMHE MOHOJMTHOW cucTeMoM. BceneactBue 3Toro,
e/IMHCTBEHHBIM CITOCOOOM PaCIIMPEHUs] CETH CTAaHOBUTCS FOPU30HTA/IbHOE MacIlTabMpOBaHHUe 3a
CUéT Co3/1aHuUsI MHOKeCTBa 000C00IeHHBIX APYT OT Apyra nojcereii. HecMoTpsi Ha Bce HeJJOCTaTKH,
orpaHUueHust U Hey100CTBa MCTIOMb30BaHUsI B KOHKPeTHBIX cUTyalusix, cetb Hidden Lake Bcé ke
o6siaziaeT MOTEHIMATBHBIM CITUCKOM T10JIe3HBIX UCIO/Ih30BaHUM:

1. 3amura noKanbHBIX CceTell OT mpocaymyBadust. [Ipobaema Macmtabupyemoct Hanbosee
OCTpO TIposiB/isieT cebsi B T/I00abHBIX CETSIX M HaUMeHee OIIyTHMO B JIOKa/IbHBIX. 3a CUET 3TOTO, a
TaKXXe 3a CYET OTCYTCTBHS Kakou-mbo MoHosmTHOCTH, ceTh Hidden Lake MokeT nerko
3amyCKaTbCsl U TIPUMEHSITbCSI B MajlbIX KOMMYHHMKALIMOHHBIX CHCTeMaX. B cBoro ouepesp,
BEPOSITHOCTh MPUCYTCTBUS T7100a/IbHOTO HA0O/FO/IaTe sl B JIOKAJIBHBIX CeTSIX HeCPAaBHEHHO BBIIIIE,
yeM B r7100a/IbHBIX, @ TIOTOMY BO3MOKHOCTb aHOHUMHOM CeTH TIPOTHUBO/EHCTBOBATL I100abHBIM
HaOJTI0IeHNSIM CTAaHOBUTCS O/IHUM U3 Ba’KHBIX YCIIOBH,

22 «8x Nvidia GTX 1080 Hashcat Benchmarks»:
https://gist.github.com/epixoip/a83d38f412b4737e99bbef804a270c40.

23 TIpu ucnons3oBanuu 15% MOIHOCTEH Tpoljeccopa, XempeiT sbuncienuss SHA-384 cocraisiet
~4 MH/s. ITpu 100% Harpy3ke xempeit Oyzet rosbiiieH B 6.(6) pa3, uto cocraBuT yke 26.6 MH/s.
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https://gist.github.com/epixoip/a83d38f412b4737e99bbef804a270c40

2. 3auuTa BOEHHBIX CeTell OT MPOCTyLIMBAaHUSA. AOCTPAaKTHBIN XapaKTep aHOHHMHOM CeTH
Hidden Lake mo3BosisieT afanTHpOBaThCsl 07, KOHKpPETHble KOMMYHHUKALIMOHHBIE YCIOBUS
nepefiaul MH@opmaLuu. B cBoro ouepesb, npaBuabHOe BbicTpavBaHue friend-to-friend cBsizeit
(HaripuMmep, Mepapxuueckasi CTpyKTypa) M03BOJsieT CHU3UTb PUCKU KOMITpOMeTaLui UH(opMaLuu
MeX/y HeCKOIbLKUMH y4aCTHUKaMU ceTH. AHOHUMM3aLUs TpaduKa Mo3BoJIsieT CKPbITh pealbHYHo
aKTUBHOCTh U JIeHCTBYIOLYIO CTPYKTYpPYy CBsi3u eé aboHeHTOB. CyljecTBOBaHMe KOHKDETHBIX
TIepUOZIOB TeHepally ¥ 3HaHWe TOYHOTO KOJMYeCTBa Y37I0B B CeTH T03BoJisieT n3bexats DoS u
DDoS aTaku, ec/ii OTAe/bHasi YaCTh CUCTEMbI OHAXK/Ibl HAUHET reHepUpoBaTh Tpadrka OosbIlle,
yeM ObIJIO 3a/1aHO OTPaHHUYMBAOILEH KOHCTAHTOM,

3. ®opMuUpoBaHKe TalHBIX KaHa/loB CBs3U. AjanTepsl B cet Hidden Lake mo3BosistoT He
TOJIBKO TIPUCTIOCabMMBaTbCs K KOHKPETHBIM CeTeBbIM TPOTOKOJIaM, HO TakKKe U BCTpavMBaTh
(B)KUB/SATb) aHOHMMU3UDYIOIIUKA TpaguK B y)Ke CYILeCTBYIOLUe ILeHTPaJU30BaHHbIe W/WUIU
JlelleHTPa/IM30BaHHbIe CUCTeMbI. 3a CUET yBe/MuUeHHs] HaK/IaJHbIX PacXO/l0B B JIMLe y/TMHEHUs
TIepHO/IOB TeHepal[iy, yMeHbLIeHWs UYaCTOThbl TMPOMYCKHOTO KaHaja CBSI3W, AOTIOJTHUTETbHOTO
TipuMeHeHHst KpunTorpabruuecKux Uiu creraHorpaduyecKux MpUMUTHUBOB, TeHeprupyeMbiii Tpahuk
MOJKET CKPBIBAaThCSI He TOJIKO OT BHEIIIHUX CTOPOHHUX HaOsItojaTe e, HO ¥ OT CaMOU CUCTEMBI.

JTaHHBIA CITUCOK TI0JIe3HBIX TIPUKJIAZHBIX WCIIO/Ib30BaHUM He SIB/ISETCS MCUEpIThbIBAOIIUM,
T.K. OH TIpe/iCTaB/IsieT cOO0M TOMBKO Te cyiyuau B KOTopbix Hidden Lake HaxoAWUTCS B BBIMTPBIIITHOMN
TIO3ULIMK B CpPaBHEHWU C OOJILIIMHCTBOM JIPYTHX TIPeCTaBUTe/Iell aHOHUMHBIX crcTeM. [ToMumMo
TAaKOTO CIMCKA CYIeCTBYIOT Takke Iepecekaromuecss obmactu. Tak Hampumep, Hidden Lake
BITOJTHE KOPPEKTHO MOXKET WCTIOIb30BaThCS /IJIs1 BBITIO/THEHUST OTIpeZie/IEHHO 3alaHHBbIX (DYHKIIUN 1
a/ITOPUTMOB B T/I00a/TBHOM CeTH, TaKWX KaK yJa/NéHHBIA JOCTYI, IIPOCMOTP CAlTOB, OTIIPABJIEHHE
coobijeHuit, 0OMeH ¢aitiamu u T.7. OrpaHYeHHeM B JaHHOM CJTyuae SIBJISIeTCS JIUIIb KOJTUUeCTBO
YUaCTHUKOB B CETH, U3-3a CyL[eCTBYOIIel Mpo6ieMbl MacIITabupyeMOCTH, ¥ TIOTOYHAst CBSI3b, U3-
3a MIepUo/I0B reHeparvy IUPPTEKCTOB.

Mogens yrpo3 cet Hidden Lake cTpoutcsi TakuMm o0pa3om, UTO HabJrOAATeNsIMA MOTYT
OBITH TOTLKO BHEIIIHME W BHYTPEHHHE 3/I0yMBIIIIEHHUKH, HO He IPY3bsl — T.e. HeIoCpe/[CTBeHHbIe
abOHEHTbI KOMMYHUKAL[UM. VI3-3a 3TOTO YCIOXKHSIETCS M OTPAaHWUUUBAETCS Psifi TIPUK/IaZHBIX
WCII0/Tb30BaHUM B KOTOPBIX aOOHEHTbI KOMMYHHMKALIMHM IO/DKHBI OCTaBaThCs aHOHUMAaMH JIPYT K
apyry. Wcrosib30BaHUe PeTPaHC/ITOPOB / MapIIPYTU3aTOPOB, B COBOKYITHOCTH C KaHAJIbHBIM WU
MHOXXeCTBEHHBIM IIM(POBAHKEM, TI03BOJISET YCAOKHUTb aHA/JM3 CETeBbIX KOMMYHUKAI[WH,
pa3rpaHyduMBasi CBsi3b abOHEeHTOB Jpyr K JApyry. Ho JaHHBbIM MojAxoj He peliaeT mnpobieMy
OCHOBATe/IbHO, T.K. B KOOTepal[uy C MaCcCUBHBIM WM aKTUBHBIM TI7100a1bHBIM HabmojaTesieM (B
3aBUCUMOCTH OT TIpeJTNIpUHUMAaeMbIX Mep) OJuH U3 abOHeHTOB KOMMYHMKALIUK BCE ke MMeeT
BO3MOYKHOCTh ZIeaHOHMMM3UPOBATh>* CBOEro cobeceHUKa.

CnucoK /iuTepaTypsbl

24 B aHHOM CjTy4ae 1o/ IeaHOHUMH3aliel MOHUMAeTCsl HaXOXKIeHHe CeTeBOro ajpeca aboHeHTa, HO
He ero peajbHOM aKTUBHOCTM C JPYTMMH y4yaCTHHKaMU ceTH. B koHuente QB-3ajaun, 3TO He MOXKeT
Ha3bIBaThCs JleaHOHMMU3aLuel, T.K. po/ib PeTPaHC/ISITOPOB WM MapllpyTU3aTOPOB OTCYTCTBYET B HEM I10
onpefiesieHut0. 113 storo ciesiyet, uto QB-3a/jaua He MbITaeTCcsi CKPhIBaTh d00HEHTOB KOMMYHHUKALUHU IpYT
OT pyTa, a BCe MpeJrNpUHUMaeMble MepbI 110 AHOHUMHU3AIUK CBSI3HOCTH aDOHEHTOB HaUMHAIOT CBOAUTHCS
K JIpYI'UM 3aZiayaM.
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